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1. OnucaHue ycTtpomucTBa

1.1. Onucanme SWMG-44(SFP)GC-W

SWMG-44(SFP)GC-w - mpou3BOAUTEIIBHBINA yIIpaBiIseMblii poMbluicHHBIH Ethernet
KOMMYTaTop ¢ MHOXecTBoM (yHkiuii. KomMmyTaTtop MoxkeT paboTaTh B HIMPOKOM JHAra3oHe
TEeMIEpaTyp, B MbUILHON W BIaXHOU cpene. Ero MokHO HacTpauBath uepe3 MHTepHET, Telnet,
Konconp nmu apyrue SNMP nporpammsl. Kpome Toro, koMmMyTaTop MOKHO HaCTpauBaTh YEPE3
yruauty Windows, KoTopas HasbsiBaeTcs Super-View. Super-View - sto wmomnoe I10
yIpaBiieHUsl ceThio. biaromaps ero yaoOHOMY M MOUIHOMY HMHTEep(EeiCy, BBl MOXKETE JIerKO
HACTpauBaTh KOMMYTaTOPbI OJJHOBPEMEHHO, a TaK K€ MPOCMATPUBATh UX COCTOSIHHUE.

1.2. Xapaktepuctuku MO

Camas ObicTpasi B MUpE TEXHOJOTHS KOJIbLIeBOro pesepBupoBaHus B Ethernet cersix
(Bpems BocctanoBneHus <10 mc npu 250 ycrpoiicTBax)

[MonnepxxuBaetr Texnosnoruto Ring Coupling, Texnonoruto Dual Homing nmapamiensHo ¢

Sy-Ring

IMonnepxxka SNMPv1/v2/v3, RMON wu ynpasnenue cerbto VLAN Ha ocHOBe
nopto/802.1Q

YBenomieHus 0 coObITHsIX ¢ moMoIbio Email, SNMP trap u perne
BosmosknocTts HacTpoiiku ¢ momoisio Web, Telnet u konconu (CLI)
BxuttoueHue/oTkIII0OYeHNE TOPTOB, CHUCKH J1ocTyna Ha ocHoBe MAC
Kontpons nocryna k cetu no nopram (802.1x)

VLAN (802.1Q) ns pa3zaeneHus ceTeBoro tpaduka u odecriedenus: 6e30nacHOCTH
IlenTpanuzoBaHHOE yIpaBJiIeHHE MApOIsIMU ¢ ToMolbio Radius
HIudposannas ayrentudukanus SNMPv3 s 6e3onacHoro nocryna
[Monnepxkka RSTP (802.1w)

Quality of Service (802.1p) mst Tpadrika B pexkume peaqTbHOTO BpEMEHU
VLAN (802.1Q) c nBoiiHbIM TerupoBaHuem u noanepxkoit GVRP

IGMP Snooping i1 MHOTOaipecHON (UIBTpaLIUN

Hactpoiika nopToB, cOCTOsSIHUE, CTAaTUCTHKA, 3€PKAINPOBAHNE, OE30M1aCHOCTD

VY nanennsiit MoauTopuHr (RMON)

1.3. XapakTepuCTUKM YyCTPOUCTBA

3 pe3epBUpPYEMBIX HCTOYHHUKA MTUTAHUS
PaGouas Temnepatypa: ot -40 no 70 °C SWMG-44SFP-W
ot -10 no 60 °C SWMG-44GC-W
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e Temmneparypa xpanenus: -40 no 85 °C

e Jlomyctumas paboyasi BIaXHOCTB: OT 5% 10 95%, 6e3 KoHmeHcaTta

e Kopmyc IP-30

e 410/100/1000Base-T(X) Gigabit Ethernet mopra

e 41000Base-X SFP u 1000Base-T(X) combo nopra (SWMG-44GC-W)
e KOHCOJIbHBIN TOPT

e Tabaputsl: 74.3 MM (mmpuna) X 109,2 Mm (Tommmua) X 153,6 MM (BbicoTa)

www.symanitron.ru 5
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2. Hactpouka yctpouctBa

2.1. YctaHoBKa kommyTaTopa Ha DIN-peunky

Kaxnapiii kommyTtaTop numeet kperienue Ha DIN-peliky Ha HokHel nanenu. Kpernnenue Ha
DIN-peiiky no3BosisieT 3apUKCHPOBaTH KOMMYTATOpP. ¥ CTAaHOBUTH €T0 OYEHb IIPOCTO.

2.1.1. Kpennenune SWMG-44(SFP)GC-W Ha DIN-peunky

[Iar 1. HaknoHUTE KOMMYTATOp M 3aKpENUTe METaUIMUECKyto npyxuHy Ha DIN-pefiky.

r

HTar 2. IMpuxmure kommyTtatop Kk DIN-peiike moka He yCIBIIINTE MIETUOK.
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2.2. YcTaHOBKa KOMMyTaTopa Ha CTEHY

ITanens HaCTEHHOTO KPCIUICHUA MOKHO HaAWTH B YIIaKOBKE€. CJIGIIYIOHII/IG miarv 1ImoKasbIBaroT,
KaK 3aKpCIIUTh KOMMYTATOp Ha CTCHE.

2.2.1. KpenneHne SWMG-44(SFP)GC-W Ha cTeHy

Hlar 1: CaumuTe kperuienue Din-peiiku
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[Mar 2: IlpuxkpenuTe K NaHEIM HACTEHHOTO KPEIUICHHS, MCHOIB3ysd 6 NIypymnoB u3
ynakoBKH. Tak e, Kak 0Ka3aHO Ha PUCYHKE:

Crneuuduxanus mypymnos MmokasaHa Ha pUCYHKaxX HibKe. UTOOBI 3allUTUTH KOMMYTaTOp OT
TOOBIX TOBPEXKIECHUH, pa3Mep HIypYHOB JOJKEH ObITh HE 0OJIbIIIE Pa3MEPOB, UCTIOIB3YIOIIUXCS
Ha cepBepax yCTPOMCTB.

mm Pozidn ve

[Har 3: [Tpukpenure cOOpaHHbBII KOMMYTAaTOp K CTEHE.
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3. O630p ycTpoucTea

3.1. MNepenHasa naHenb

B tabauie onucana mapkupoka Ha SWMG-44(SFP)GC-W.

Hopt Onucanue

4 10/100BaseTX RJ45 Fast Ethernet mopros,
MOoAACPKUBAKOIINX aBTOMATHUYCCKOC COTJIaCOBAHUE
Hacrpoiiku 1o yMor4aHuio:

Speed: auto

Duplex: auto

Flow control: Disable

Fast Ethernet 10/100/1000Base-
T(X) moptel RJ-45

Gigabit SFP Ports 1000Base-X SFP nopra aas SWMG-44SFP-W

10/100/1000Base-T(X) RJ-45 u 100/1000Base-X SFP

Gigabit Combo Ports
MOPTHI

Koncouab Hcnonb3yiite nepexoquuk RS-232 - RJ45

SWMG-44 SFP 1 SWMG-44 GC 1

2 ;‘ . m e 2
! H PWR1
3 Py B PWR2 3
Pz [l B P7UNKACT Pz [l B P7UNKACT T
> 4 ~a W Ring o
P7 | aw :
| & 5 U 5
= i 3
s 6 6
P | -
t |
=
pe l H PS UNKACT 9

10/100/1000T 10/100/1000T
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SWMG-44(SFP)GC-W

1. HazBanue monenu

2. Unaukatop PWR. IIpu noakmrouenun PWR 3aropaercs 3enenas jamMnoyka.

3. Unauxatop PWR1 u PWR2. ITpu noaximtouenun PWR1 u PWR2 3aropaercs 3enenas

JJaMIIO4Ka.

4. ugukarop R.M. (Ring Master). Korna 3aropaercst ”HIMKaTOp, 3TO 3HAYUT, YTO
KOMMYTATOD SIBJISICTCSI TJIABHBIM B KOJIBLICBOIl TOMOJIOTHH.

5. Unaukatop curHanbHOro peie. Korna nocrynaer aBapuidiHbli CUTHAI, 3ar0paeTcst

OpaHXKCBas JIaMIIOYKa.

6. Koncomnpnbiii mopt (RJ-45)

7. 1GS-3044GC umeet komOunupoBanubiii mopt u3 10/100/1000Base-T(X) Gigabit Ethernet

u 100/1000Base-X SFP mopros

SWMG-44SFP-w umeer 1000Base-X SFP noptet

8. 10/100/1000Base-T(X) Ethernet moptsr

9. Knonka Reset. Haxknmaiite Ha KHOTIKY B Te4eHHE 3 CEKYH]I IS Iepe3arpy3Ku; 5 CeKyHT

JJIsL c6poca A0 3aBOACKUX HACTPOCK.

3.2. lugukaTopbl Ha NnepeaHen NaHenum

HNuauxkarop Ber Cocrosinune Onucanue
PWR1 3eneHsbli Bxirouen 1 b1t MOJTyJIb TOCTOSIHHOTO TOKA aKTUBEH
PWR?2 3eneHsbli Bxurouen 201 MOZlyJIb ITOCTOSIHHOT'O TOKA aKTUBEH
PWR3 3eneHslii Bxurouen Pa3bem nuTaHus akTUBEH
R.M. 3eneHslii Bxurouen I'naBHOE ycTpoiicTBo B Sy-Ring

Bxurouen Sy-Ring BKkIt04YeH

MeuTerHo B Tomomornu Sy-Ring Tonbko oHO
Ring 3eJeHsbIi MHTaCT COeZIMHEHUE (HEe XBaTaeT OJJHOTO COEANHEHUS,

YTOOBI TOCTPOUTH KOJIBIIO)

BbricTpo muraer | Sy-Ring paboraet HOpManbHO
Fault OpankeBblii | Bxirouen Pene c60s1. CO0if muTaHus WM OTKA3 IOpTa
10/100/1000Base-T(X) Ethernet mopTsI

Bxirouen [Topt noacoennHex
LNK/ACT 3eJeHbIi

Muraer [lepenaua naHHbIX

10

WWwWWw.symanitron.ru




SYMANITRON
— PykoBoacTtBo nonb3oBatenss SWMG-44(SFP)GC-w

1000Mbps

indicator Opanxesslii | Bkiatouen Cxkopocts riopta 100 MO6uT/C

Gigabit SFP nopts1

Bxirouen [Topt noaxiroueH
LNKACT 3eneHslii

Muraer [lepenaua nanHbIX

3.3. HWxHAAa naHenb

KomrmoHneHThI HIDKHEH TaHenu kommytaropa SWMG-44(SFP)GC-W:
1. Ha knemmHoOi#t kostoke Haxoastes: PWR1, PWR2 (12-48V DC)

2. 3a3eMIIIONINI TPOBOJT

2

PWR-2 Fault PWR-1

,_IFTH

1A@24V

L. 3N BN BF N W )

~ - N - |

V2-v2+ V1-Vi+ DC12-48v

&

S

Puc. Ioakmovyenue nuranust kK SWMG-44(SFP)GC-W
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3.4. 3agHAA naHenb

OnemenTsl Ha HIOKHEH anenn SWMG-44(SFP)GC-W:
1. OTBepcTrsa Ui MypyINOB AJIs KPEIUICHUS HA CTEHY

2. Kpennenne na Din-peiiky

12
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4. Kabenu

4.1. Ethernet kabenu

Kommyraroper SWMG-44(SFP)GC-W  series umeror crangapTabie  Ethernet mopTsl.
CornacHo Tuny coeauHeHus, kommyTtaTopsl ucnoib3dytoT UTP kabenu CAT 3, 4, 5, Se nna
MNOJKIIIOUEHUsT K Jr00bIM apyrum ceteBbiM ycrpoiictBam (IIK, cepBepbl, KOMMyTaTopsl,
POYTEpHI, WM KOHLIEHTPATOPbI). XapaKTEpUCTUKU Kaleneil mpeicTaBiIeHbl B TaOIuIe:

Tumbl 1 XapakTepUCTUKU Kabemnei

KaoGean Tun MakcuMajabHasa JJINHA Konunextop
10Base-T Cat. 3,4,5 1000Om UTP 100 m (328 ¢yToB) RJ-45
100Base-TX Cat. 5 100 Om UTP UTP 100 m (328 dyToB) RJ-45
1000Base-TX | Cat.5/Cat.5e 100 Om UTP UTP 100 m (328 dpyToB) RJ-45

4.1.1. HazHaueHune koHTakTOoB 100BASE-TX/10BASE-T

C kabensimu 100Base-TX/10Base-T koHTakThl 1 U 2 HCHOIB3YIOTCS VIS IEPEAaYn TAHHBIX,
Y KOHTAKThI 3 ¥ 6 UCTOJIL3YIOTCS IS TIOTYYCHHS JaHHbBIX.

Hasznauenus kourakroB RJ-45:

Homep koHTaKTa Hasnayenue
! TD+
2 TD-
3 RD+
4 He ncnons3yercs
5 He ucnons3yercs
6 RD-
7 He ucnons3yercs
8 He ucnons3syercs

Haznauenue kontaktoB 1000Base-T(X) RJ45:

www.symanitron.ru
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Homep koHTakTa Ha3znauenue
1 Bl_DA+
2 BI_DA-
3 Bl_DB+
4 Bl_DC+
5 BI_DC-
6 BI_DB-
7 Bl_ DD+
8 Bl_DD-

Kommyratrop SWMG-44(SFP)GC-W mnojiepxkuBaeT aBToMaruveckyw padory MDI/MDI-
X. MoxHo ucnonp30oBaTh npsiMor kabenb ans coenunenus [IK m kommyratopa. B tabnuue
yka3zaHbl KOHTaKThl TopToB MDI 1 MDI-X 10Base-T/100Base-TX.

Hasnauenune kontakToB 10/100Base-T(X) MDI/MDI-X

Homep konTakTa ITopT MDI IHopt MDI-X
1 TD+(nepenaua) RD+(nomnyuenue)
2 TD-(mepenaya) RD-(momnyuenue)
3 RD+(nmonyuenue) TD+(nepenaua)
4 He ncnons3yercs He ncnons3yercs
5 He ncnons3yercs He ncnons3yercs
6 RD-(momnyuenue) TD-(nepenaya)
7 He ncnons3yercs He ncnons3yercs
8 He ncnons3yercs He ncnons3yercs

Haznauenue kontaktoB 1000Base-T(X) MDI/MDI-X

Homep konTakTa IMopT MDI IMoptT MDI-X
1 Bl _DA+ Bl_DB+
14 www.symanitron.ru
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2 Bl_DA- Bl_DB-
3 Bl_DB+ Bl_DA+
4 Bl_DC+ Bl_DD+
5 Bl_DC- Bl_DD-
6 Bl_DB- Bl_DA-
7 Bl_DD+ Bl_DC+
8 Bl_DD- Bl_DC-

[Tpumevanue: + U — 03HAYAIOT MOJISIPHOCTH MPOBOJIOB, KOTOPBIE COCTABIISAIOT IPOBOIHYIO
napy.

4.2. SFP

KomMmyTtarop nmonmnepkuBaer — cieayrolue — onToBoJOKOHHble  SFP  TpancuBepsl:
MHoromozoBeie (0-550 M, 850 um B 50/125 mxm, 62,5/125 mxM) u ogHomomoBeie ¢ LC
KoHHEeKTopoM. [lomumte, uto TX pa3péMm kKommyraropa A JoObKeH ObITh coeamHeH ¢ RX
pa3béMoM KommyTaropa b.

\\ \\ t‘, ) o ;& -
\‘: ° \i'.: :,.‘ c’ : ‘/
’ -~ w: :\L‘ i

v
BONIOKOHHbIX LLUHYP

Z

4.3. KoHCONbHbLIN Kabenb

Kommyraropom SWMG-44(SFP)GC-W M0OXHO yrnpaBisiTh ¢ TIOMOIIBIO KOHCOJILHOTO MOPTA.
Ka6ens DB9 — RJ45 mMoxHO HaiTH B ymakoBke. MIX MOYKHO MOJAKIIOUUTEH K KOMITBIOTEPY Uepe3
RS-232 kabenp ¢ koHHekropomM DB9 «vamaw», u gapyroii kower| (koHHekTop RJ45)
MOJIKJIIOYAETCS] K KOHCOJIbHOMY IOPTY KOMMYTaTOpa.
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Ha3nauyenue cxeMbl KOHTAKTOB RS-232 ¢ konnekTopom DB9 DB9-RJ45

KOMIIBIOTEPA «MAmNa «Mamay

KonrakT (Pin) #2 RD Konrakt (Pin) #2 TD KonrakT (Pin) #2

Konraxkr (Pin) #3 TD Konrakr (Pin) #3 RD KonTtaxkr (Pin) #3

KonrakT (Pin) #5 GD KonrakT (Pin) #5 GD KonrakT (Pin) #5
pao Male DB? Female

Shild
Signal Ground e

DTE Ready w4

g ——r Clear to Send

Transimitted Data --i-=

Received Data ——2

1
Received Line Sgnd Detect ==

& -aif—— Feceived by DTE Device

ol Trzpisrritted from DTE Device

Fing Indicator
el

7l Request to Serd

&
™~ DCE Ready

Receved Line Signal Daed -
1 g DCE Meady

Trarsmitted Data -, -
7 —— Clear to Send

Received Data —=
T~ pequest to Serd

Sl

Ring Indicator

DTE Ready ———4
9

sgnal Ground " =

Shidld

& -al—— R=ceived by DCE D evice

o— Transmitied from DCE Device
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5. WEB-ynpaBneHue

Buumanmue!!! [Ipexae ueM npou3BOAUTD JIHOObIE HACTPOUKH MM OOHOBJICHHUS
MPOrpaMMHOT0 OOECIIEYEHHsS] YCTPOWCTBA, OTKIIOYUTE Kabeld KOJIbIIEBOTO
pesepBupoBanua. HE BwikiItouaiite 000pylnoBaHHe BO BpeMsi OOHOBIICHUS
MPOIITUBKH!

5.1. Hactpouka yepe3 web-6pay3sep
DTOT pa3jien ONMMChIBaeT HACTPOUKY uepe3 Bebd-Opaysep.
5.1.1. O web-ynpaBneHun

Bcerpoennsiii BeO-caiit HTML Haxomutcs Bo uieli-maMaTH Ha IUIaTe IEHTPAJIbHOTO
nporeccopa. OH COIEPXKUT paciIUpeHHbIe (YHKIMU YIPaBICHUS M TO3BOJISIET YIPABIATH
KOMMYTaTOpOM U3 JIFOOOH TOUKH CETH 4epe3 CTaHIapTHBIM BeO-Opaysep, Takod kak Microsoft
Internet Explorer.

Oynkuus web-ynpasnenus noguepxkusaet Internet Explorer 5.0 u Bbime. OHa ocHOBaHa Ha
Java-anmierax c LeNbI0 YMEHBIIUTh pa3Mep IEpPelaBa€MbIX JAHHBIX, YBEJIMUUTh CKOPOCTHb
JOCTYTIA M IPEOCTAaBUTh MTPOCTOM HHTEpdETC.

[Ipumeuanue: [1o ymonuanuto, IE 5.0 unu Bbiie He nmo3BosisieT Java-anmuieTaM OTKpPbIBAaTh
cokeTbl. Heo0X0IMMO caMOCTOATENbHO Pa3pelInuTh COKETHI JUIsl Java-amniuieToB B HACTPOMKax
Opaysepa

Hacrpoiika web-ynpasieHnus.
3HavYeHMsI IO YMOJTYAHUIO :
IP anmpec: 192.168.10.1
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.10.254
User Name: admin
Password: admin
ABTOpHU3AIUA
1. 3anmyctute Internet Explorer.

2. HaGepwure http:// u IP anpec kommyTtaTopa. Haxxmure Enter

()~ |& nttpr1o2168101 - |4 | x|
| X v| @~ Mouck s UntepHete BHaﬁm! M~ # [Q| [dNoura £ Oaroknaccrmkm ‘ 2
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3. IlosBuTCS OKHO BXOIa

4. Benure uMs 1oib30BatTess U napoib. Mms mosib3oBaTess 1 maposib M0 yMOTYaHUIO —
admin.

5. Haxxmure Enter nnm kaonky OK, 3arem mosiBUTCS INIaBHBIA HHTEpdEiic BeO-ynpaBieHus

Connect to 192.168.10.1 R 21x]
R
=

index.htm
User name: | € admin _'_I
Password: | eooed

[~ Remember my password

| QK I Cancel

Industrial Managed Ethernet Switch

g
T T e

“ o0
1 Prard Parw 4 10/100/1000T + 4 SFP Managed Industrial Switch
* | Mo S eme;
e o
' _;I :u ¥ Zarar 8 .
B Crsan Casoretnn 4 1010019997 + & 277 Munaond Feustrel Sty
1 _| Reandwsy Cidars Locea
& ) v Gpanans Coremr
3 ) sraw Sewars IO 130 14125721000 015
3 ) Tl Pacenzeoen Forrevurs veren o
& ) amcant ol Vereen 238
S TP Dwe MAC SO0 6005
4 ey e
g | TS \ AR LA A
£ S Dorkga rebon
D Pk Dvtat

N T oot

Puc. OcHoBHo#t uHTEpheiic
5.1.2. OCHOBHbIE HaCTPOUKMU

5.1.2.1. HacTpounka kommyTaTopa
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Systa™ Name

SYETAT DSsmription 4 1070000 | 1 351 MEnagEd I- s Al L wie”
Syzte~ Locadon

Sy=le Cunjacl

Systz— OIC 1.3.6.2.4.2.25872.200.0.0.29

Frmwarc Vortion  v1.02
Farmel Version v2.2
Device MAC 00 LE ©4 235 00 5E

(k) Foin.

Puc. HNuTtepdeiic HacTpoiiku KOMMyTaTopa

Ta6JII/ILIa OIIMChIBACT OCHOBHBIC ITOJIA:

ITose

Onucanue

System Name

Nms kommyTaropa. MakcumainbHas JuinHa 64 Oaiita

System
Description

Ornucanre KoMMyTaTopa

System Location

duznyeckuii arpec KOMMyTaTopy. MakcumanbHas JyinHa 64 6aiita

System Contact

HMMs KOoHTaKTa TUIa WU OpraHu3anu

Firmware
Version

Bepcus npomuBkyu KoMMyTaTopa

Kernel Version

Bepcus sinpa 110

MAC Address

YHUKaIbHBINA afjpec ycTpOoNUCTBa, MPUCBOSCHHBIM TPOU3BOJUTENEM (10
YMOJTYaHHIO)

5.1.2.2. Maponb agMuHUCTpaTopa
I[J'I}I MOBBIIIEHNS 0€30IIaCHOCTH CMEHUTE UM [I0JIL30BATEIS U napoJib Be6-I/IHTep(I)eI7108..

www.symanitron.ru
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Admin Password

User Name : admin
New Password :

Confirm Password :

Puc. UnTepdeiic ammuancTpaTOpa maposib

B Ta6JII/III€ OIIMCaHbl OCHOBHBIC ITOJIA:

Iouie Onucanne

User Name BBeaute HOBOE MMs MoJb30Batels (10 yModanuto — admin)
New Password BBeauTe HOBBIH apoJib (10 ymMordanuio — admin)

Confirm Password [ToBTOpHTE HOBBII APOITH

Apply Haxxmure «[IpuMEHUTH)» YTOOBI aKTHBUPOBATh HACTPOUKH

5.1.2.3. HacTtpouka IP

Bol moxere wu3menuth HacTpoiiku [P m ¢ynxkmum DHCP knmenra uepe3s menio [P
Configuration.

IP Setting

DHCP Client : |Disable &

IP Address | 192.168.10.1
Subnet Mask 255.255,25_5.0
Gateway 192.168.10.254
DNS1 0.0.0.0

DNS2 10.0.0.0

Apply | | Help |

Puc. Untepdetic [P HacTpoek
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B TaGJII/ILIG OIIMCaHbl OCHOBHBIC IT10JIA:

Ioue Onucanne
Bxuttouaer mim otkimouaeT onmuo/gynakuuio DHCP kiuenta. [pu BriIroueHNH
DHCP ¢dbynkuun kommytarop HazHauuT IP anpec u3 cetu DHCP cepsepa. IP ampec no
Client yMo4aHuto OyneT 3ameHeH Ha ToT IP aapec, koroperit HazHaunn DHCP cepsep.
[Tocne Haxxatus kHONKU Apply MoKa)keTcsi pacKphIBarolleecs J1aloroBoe OKHO,
unpopmupys o Tom, utro DHCP knuent Bkimtouen. Texymwuii [P Oyzner ynanes.
Haznauste IP agpec, Haxopsmmumiics B moaceru. Eciu pynkuus DHCP knuenTa
IP Address BKJIIOUEHA, BaM He HYkHO Ha3HaudaTh [P anpec. DHCP cepBep cetu Ha3HauuT

koMmmyTaTopy IP aapec u oH mosiBUTCS B 3TOM rpade.
IP anpec no ymomuanuto 192.168.10.1

Subnet Mask

HaznaubTe macky nonaceru juist IP anpeca. Ecnu dyakuus DHCP kinuenTa
BKJIFOUEHA, HA3HAYaTh MACKY MOJICETH HE HYKHO.

HaznaubTe cereBoii mutto3 st kommyTaTopa. CeTeBoi MUTI03 10 YMOTYAHHIO:

Gateway | 197 168.10.254

DNS1 Haznaupte IP agpec nepsuunoro DNS

DNS2 Hasnaubte [P agpec Bropuunoro DNS

Apply Haxxmute Apply, 4TOOBI aKTUBUPOBATH HACTPOIKHU

5.1.2.4. HacTpounka BpeMeHU

SNTP

Hactpoiiku npotokosna SNTP no3BosstoT BaM CHHXpOHU3UPOBATh Yachl/BpeMs
KOMMYTaTOpa 4epe3 UHTEPHET.
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SNTP

SNTP Client :|Disable v

UTC Timezone
SNTP Server Address

Current System Time

Daylight Saving Time :

Daylight Saving Period

Daylight Saving Offset (hours)
o)
Puc. Unrtepdeiic nacrpoex SNTP

B Ta6nnue OIIMCAHBbI ITIOJIA U3 CKPHUHIIOTA:

IToue Onucanne
. BruroueHue uin OTKITI0YCHHE ki SNTP 171st mostydeHus: BpeMeHH ¢
SNTP Client Pyt 8 YACHIDL B
cepBepa SNTP
Daylight Bxittouenne i OTKIIOYEHUE OMIIMU TIepeX0/1a MEXIY 3UMHHUM U JICTHUM

SaVing Time BpPCMCHCM. HpI/I BKJIFOUCHUHU OIIIHHU HYKHO YCTAHOBUTD JAThI IEPEBOJA 4aCOB.

UTC Time Y CcTaHOBHTE YaCcOBOM IMOSIC PACIIONIOKEHUS KOMMYTaTopa. B ciemyromieit
Zone TabJIUIIe ePEeYHCICHbI YaCOBbIE MOsICAa PA3IMYHBIX 30H

30Ha MECTHOTO BpeMeHH Otkaonenne or UTC Bpems B 12:00 UTC
November Time -1 gac 11:00
Oscar Time Zone -2 gaca 10:00

ADT — Atlantic Daylight -3 yaca 9:00

AST — Atlantic Standard

EDT - Eastern Daylight -4 1aca 8:00
EST — Eastern Standard r 200
CDT - Central Daylight 4acoB :

CST - Central Standard 6 wacos 6:00

MDT — Mountain Daylight
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MST — Mountain Standard

PDT - Pacific Daylight "7 wacos >:00
PST - Pacific Standafd -8 4acoB 4:00
ADT - Alaskan Daylight

ALA - Alaskan Standard -9 yacoB 3:00
HAW - Hawaiian Standard -10 yacos 2:00
Nome, Alaska -11 gacoB 1:00

CET — Central European
FWT — French Winter
MET - Middle European +1 gac 13:00
MEWT — Middle European Winter
SWT — Swedish Winter

EET — Eastern European, USSR Zone 1 +2 qaca 14:00
BT — Baghdad, USSR Zone 2 +3 gaca 15:00
ZP4 — USSR Zone 3 +4 qaca 16:00
ZP5 — USSR Zone 4 +5 gacoB 17:00
ZP6 — USSR Zone 5 +6 yacoB 18:00
WAST — West Australian Standard +7 dacos 19:00
CCT — China Coast, USSR Zone 6 +8 yacos 20:00
JST — Japan Standard, USSR Zone 7 +9 yacoB 21:00

EAST — East Australian Standard

GST — Guam Standard, USSR Zone 9 +10 1acos 22:00

IDLE — International Date Line
NZST - New Zealand Standard +12 gacos 0:00
NZT — New Zealand

B Ta6J'II/II_Ie OIIMCaHbl OCHOBHBIC ITOJIA:

IToute Onucanne

SNTP Server

Address VYcranosure IP anpec SNTP cepsepa

Daylight Saving YcTaHOBUTE HAYaIO0 ¥ OKOHYaHHE TIepro/a JIeTHero BpeMeHn. 06a
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Period

KaXJIbIN To7] OyAyT pa3HbIMHU.

Daylight Saving
Offset

YcranoBure BpeMs ICPEX0/Ja, Ha KOTOPOC CMCIIAIOTCA CTPCIIKU YaCOB

Switch Timer [TokasbIBaeT TeKyIee BpeMs Ha KOMMYTaTope
Apply Haxxmute «IIpuMeHUTB)» YTOOBI aKTUBUPOBATH HACTPONKHU
PTP Client
PTP (IIpoTokos TOYHOrO BpPEMEHH) — IIPOTOKOJ II€peladyd BPEMEHH, ONHUCAHHBIA B

cragmapre [EEE 1588-2002, obecneunBaromuii TOYHYH CHHXPOHHU3AILMIO CETeH (Hampumep,
Ethernet). [TorpemHocTh MEHEE HAHOCEKYHIBI MOXKET OBITh JOCTUTHYTa C IOMOIIBIO STOTO

IIPOTOKOJIA IIPHU UCIIOIb30BAHUH YCTPOUCTB, TEHEPUPYIOIUX BPEMEHHBIE METKHU.

PTP Client :|Disable v

IloJe Onucanune
PTP Client Brirouenue/Brikiroueane PTP kiuenra
5.1.25. LLDP

Oyukuuss LLDP (IIpoTokos KaHaIbHOTO YPOBHS) IMO3BOJISIET KOMMYTAaTopy IepenaBaTh
CBOIO MH(OPMAIUIO Ha JIPYTHe Y3JIbl CETH U XPAHUTh MOJYyYEHHYIO0 HH(OpMALIHIO.

LLDP Configuration

LLDP Protocol: Disable »

LLDP Interval: 30 sec

Puc. LLDP untepdetic

B Tabnuue onucadnsl OCHOBHBIE TTOJIS:

IToae

Onucanune

LLDP Protocol

Bxumrouenune wnu otkintouenue ¢pyHkiun LLDP
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LLDP Interval Wurepsan nosropHoit ornpaBku LLDP (o ymomuanuto 30 cexyHn)

Apply Haxwmure «lIpuMeHNTH» 4TOOBI aKTUBUPOBATh HACTPOUKHU

Help [Tokazate cpaBKy

5.1.2.6. ABTOKOH(pUrypupoBaHue

Oyukust Auto Provision mo3BojsieT aBTOMAaTHYECKH OOHOBJIATH MPOIIUBKY KOMMYTATOpPA.
Bel Mokere momMecTuTh mnpommBKy win (aitn kondurypamuum Ha TFTP ceppep. Ilpu
nepe3arpy3ke KoMMyTaTopa MpOIIMBKAa OOHOBHUTCS aBToMmartuuyecku. Ilepen oOHOBIIEHHEM
yoenurech, uto Bamr TFTP cepBep rotos., a haiiibl MpOITMBKY WIIK KOHPUTYpAITUU HAXOIATCS HA
TFTP cepsepe.

Auto Provision

[[] Auto Install Configuration file from TFTP server?
TFTP Server IP Address 7 7

Configuration File Name

[[J Auto Install Firmware image file from TFTP server?
TFTP Server IP Address ) |

Firmware File Name

Puc. UnTepdeiic aBTokoHDUTYpUPOBaHUS

5.1.2.7. Pe3epBHOE KONMpoOBaHUe U BOCCTaHOBIEeHUe

Bbl MoxeTe coxpaHUTh Tekyluee conepkumoe namsatu ycrpoiictBa EEPROM na TFTP
cepBepe. [l BOCCTAaHOBJIEHMS PE3EPBHOM KONMM JaHHBIX NEpedauTe Ha cTpaHuny Restore
Configuration.

Backup & Restore

Restore Configuration

TETP Server IP Address | 192.168.10.66
Restore File Name data.bin

(Resiore ) (]
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Backup Configuration

TFIP Server IP Address 192.168.10.66
Backup File Name data bin

Backup

Puc. Pe3zepBHOE KOIMpoOBaHUE U BOCCTaHOBIIEHUE UHTepderica

B Ta6J'II/IH€ OITMCaHbl OCHOBHBIC ITOJIA:

IToue Onucanue

I\E;Z;erver P Beenure IP TFTP cepsepa

Restore File Name BBeuTe Ha3BaHUE

Restore Haxxmute Restore, 4ToOBI BOCCTAHOBUTH HACTPOMKHU

Backup Haxxwmute Backup, 9To0bI cienath pe3epBHOE KOITUPOBAHUE
HaCTPOEK

5.1.2.8. ObHOBMNEHME NPOLINBKU

Ora (yHKIUS TO3BOJSICT OOHOBISTH MPOMIMBKY KOoMMyTaTopa. llepen oOHOBIeHHEM
yoenutech uto Bal TFTP cepep roros, u uto (aiin npomusku Haxoautces Ha TFTP cepsepe.

Upgrade Firmware

TFTP Server IP 192.168.10.66

Firmware File Name |image.bin

| Uparade |[Help |

Puc. UnTtepdeiic 00HOBIICHUS POIITMBKH
5.1.2.9. Copoc HacTpoek

st Toro, 4ToOBI BEpHYTh KOMMYTATOp K 3aBOJICKMM HACTpOHKaM, Mepe3arpy3uTe ero u
HaxxMuTe Reset, 4ToObI cOPOCHTH BCE HACTPOMKHU O 3aBOJACKHMX. Bbl MoxkeTe BbIOpaTh «Keep
current IP address setting» u «Keep current username & passwordy, 4ToObI HE TOMYCTUTH COPOC
IP agpeca n uMeHU MTOIB30BATENS U MTAPOJISL.
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Factory Default

Keep current IP address setting?
Keep current username & password?

Puc. UnTepeiic coopoca HacTpoek
5.1.2.10. MNepe3arpys3ka cuctemsbl

System Reboot

Please click [Reboof] button to restart switch device.

Puc. UnTepdetic nepe3arpy3ku CHCTEMBI

5.1.3. DHCP cepBep
5.1.3.1. DHCP cepBep — YcTaHOBKa

Kommytarop moxer 6616 DHCP cepBepom.

DHCP Server - Setting

DHCP Server : [Disable ]|

Start IP Address
End IP Address
Subnet Mask
Gateway

DNS

Lease Time (Hour) T

Puc. DHCP cepsBep — YcraHoBka
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B TaGJII/ILIG OIIMCaHbl OCHOBHBIC IT10JIA:

Hone Onucanue

DHCP Bruttouenne i Beikimodenue pynkuuu DHCP cepsepa. [Ipu BrimtoueHun

Server kommytatop 6yner DHCP cepBepom B Baiiieit JIOKaabHOM CETH.
Ilepssiit anpec B nuanasoHe npucsanBaemselx [P agpecos. Hanpumep, eciu

Start IP

Address HeoOxoauM auana3oH ot 192.168.1.100 go 192.168.1.200, To yka3aTh HY>KHO
192.168.1.100

End IP [Tocnennuii anpec B nuanazone npucBauBaeMbix [P agpecos. Hanpumep, ecinu

Address HeoOxoauM nuamnasoH ot 192.168.1.100 mo 192.168.1.200, To ykazaTh HY>KHO
192.168.1.200

Subnet

Mask Macka nojcetu 115 nprucBanBaeMbix [P angpecos

Gateway | CereBoli nuIIO3 Balllel CETU

DNS IP anpec DNS cepsepa

Lease . .
Bpewms (B uacax), Ha kotopoe BeigaéTcs aapec. HyxHo Ha ciydaid, eciu aapec

Time

0CBOOOANTCS, TaK KaK HHAuUe cepBep He y3HaeT 00 3TOM.
(Hour)
Apply Haxwmute Apple, 4T00bI aKTHBUPOBATH HACTPONUKH

5.1.3.2. DHCP cepBep — CNUCOK YCTPOUCTB

[Tpu Bxmouennu ¢ynkuun DHCP, yctpoiictBo Oyzmer cobuparts uHpopmaruo ¢ DHCP
KJIMCHTOB U BBIBEJIET €€ B 3TOM OKHE.

DHCP Server - Client List
IP Address MAC Address Type Status Lease

Puc. DHCP Server Client Entries interface
5.1.3.3. DHCP cepBep — 3akpenneHue IP agpecoB 3a noptamu

Bel Moxere HazHauuTh onpenenéHHbil I[P anpec, KOTOpbIM BXOAUT B HMHTEpBAI
Ha3Ha4eHHOro auHamuyeckoro IP. YcTpoicTBO, MOAKIIOUMBIINCHE K IOPTY, 3allpallvMBacT

28 WWwWWw.symanitron.ru




m PykoBoacTtBo nonb3oBatenss SWMG-44(SFP)GC-w

nuHamuyeckuit IP, u cucrema HasHavaet IP aapec, Ha3HaYCHHBIN MOJKIIOYEHHOMY YCTPOHUCTBY
panee.

DHCP Server - Port and IP Binding

Port No. IP Address
Port.01 0.0.0.0

|
Port.02 0000 |
Port.03 0.0.0.0 |

Port.04 [0.0.0.0 |

Port0s 0000 |
Port.06 0.0.0.0 |

PORO7 0000 |

Port.08 0.0.0.0 |

Puc. DHCP cepBep — 3akpennenue IP anpecoB 3a nopramu

5.1.4. KoHdurypaumsa noptoB
5.1.4.1. YnpaBneHue noptamu

C moMoIIbI0 3TOM (PYHKITUU BB MOKETE PETYIHUPOBATH CTATYC, CKOPOCTH, AYIIIEKC,
yIpaBieHHe MOTOKOM U 0€30MacHOCTh MOPTa.

Port Control

Port No. State Speed/Duplex  Flow Control  Security
Port.01 |Enable v | AutoNegotiation v || Symmetric v || Disable v

Port.02 ]'Eﬁbﬁivq]’AutoNegdtﬁoini;ﬂf (gy;rﬁmetric v || Disable v

Port.03 \Enable vHAutoNegotiation v"”Symmetric v:\Disable v

Port.04 |Enable v || AutoNegotiation v || Symmetric v || Disable v

Port.05 \Enable 7Vj FAutoNegotiationitj(Symmetric ijisabIe ¥

Port.06 |Enable v || AutoNegotiation v || Symmetric v || Disable v|

Port.07 l-EnabIé 7Jj iiﬂuiéﬁegotiatidh' v}@y;mme'tr‘i;: 77ﬁ'76}§able Q:

Port.08 |Enable v||AutoNegotiation v || Symmetric v || Disable |

Puc. Ynpasinenue nopramu
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B Ta6J'II/IH€ OITMCaHbl OCHOBHBIC ITOJIA:

IToJse

Onucanune

Port NO.

Homep nopra

Speed/Duplex

BbI MOKeTEe YCTaHOBHUTH PEKUM aBTOMaTH4eckoro cornacosanus, 100 full, 100
half, 10 full, 10 half

[Monnep>kxuBaeT CHMMETPUYHBIA U ACHMMETPUYHBIA PEXKHUM, 4TOOBI H30€XaTh

Flow Control
MOTEPH MaKeTa MPHU BOSHUKHOBEHUH MEPErPy3KH.
Securit [MonnepxuBaeTr GyHKIUIO Oe30nacHOCTH OPTOB. [IpH BKIItOYCHUN QYHKIIHH
y MOPT IpeKpauaeT JuHamuuecky 3anomuHatb MAC angpeca
Apply Haxwmure Apply, uToObI aKTUBUPOBATH HACTPOUKHU

5.1.4.2. CocTosiHMe nopToB

Ota I/IH(bOpMaI_II/ISI IMMOKAa3bIBACT TCKYILICEC COCTOAHUC ITIOPTOB.

Port Status

Port No.

Port.01
Port.02
Port.03
Port.04
Port.05
Port.06
Port.07
Port.08

Type Link State Speed/Duplex Flow Control
1000TX Down Enable N/A
1000TX Down Enable N/A

1000TX UP

1000TX Down Enable N/A

SFP
SFP
SFP
SFP

Down Enable N/A
Down Enable N/A
Down Enable N/A
Down Enable N/A

Puc. CoctosiHne noptos

5.1.4.3. HammeHoBaHue nopTa

Enable 1000 Full

N/A
N/A

Enable

N/A
N/A
N/A
N/A
N/A

[Tonp3oBaTens MOXKET OIIPEACIIUTL UM KAXKAOTO IMOPTAa, a TAK K€ HACTPanUBATh UX.
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Port Alias

Port No. Port Alias
Port.01

Port.02
Port.03
Port.04

Port.05

Port.06 |
Port.07
Port.08

Puc. HaumenoBanue nopToB
5.1.4.4. OrpaHnyeHmne CKOpocTH

C nomonipio 3T0i QYHKIIMK BBl MOXETE€ OTPaHUYUThH Mepefady JaHHBIX Ha BCEX MOpTax,
BKJIIOYAs IIMPOKOBEIIATEIbHYI0, MHOTOAJPECHYI0O M OJHOAJPECHYIO Iepenady. Bel Taroke
MOJKeTe BbIOpaTh 3HaueHus Ingress (Bxomsamuii) unn Engress (ncxonsiuii), 4TOObl OrpaHUYUTh
CKOpOCTh Tiepeiadyn Tpadrka, MoIydaeMoro WK Iepe1aBaeMoro.

Rate Limit

Port No. Ingress Limit Frame Type Ingress Egress

Port.01 | All V|0 kbps |0 kbps
Port.02 | Al vl[o keps|o kbps
Port.03 | All >0 kbps |0 kbps
Port.04 | Al v|[o kbps [0 kbps
Port.05 | Al v|[o kbps |0 kbps
Port.06 |All v|lo kbps |0 kbps
Port.07 | All v ||0 kbps |0 kbps
Port.08 | All V|0 kbps |0 kbps

Rate range is from 100 kbps to 102400 kbps (i.e. 100Mbps) for mega-ports,
or 256000 kbps (i.e. 250Mbps) for giga-ports. Zero means no limit.

Puc. UnTepeiic orpaHndeHns CKOPOCTH

B tabauie onucanbl OCHOBHEIE HOJIS:

IToge Onucanune

Ingress Limit Bri6op u3 pexumos: “All”, “Broadscast only”, “Broadscast/Multicast”, niu
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Frame Type “Broadscast/Multicast/Flooded Unicast”

Ingress [Tonyyaemblie MOPTOM J1aHHBIE

Engress OTtnpasisieMble IOPTOM JIaHHBIE

Apply Haxxmute Apply, 4T0OBI aKTUBHPOBATH HACTPOUKHU

5.1.4.5. TpaHku

Port Trunk - Setting

Br1 Moxkere BeIOpatTh cratudeckuii Tpank win 802.3ad LACP mis Toro, 4to0bl 00BETUHSTH
(du3HYECKUE CBS3H B JIOTUYECKYIO CBSI3b JIUISL YBEIMUCHHSI POITYCKHOM CIIOCOOHOCTH.

Port Trunk - Setting

Port No. Group ID Type

POrt.01 | None v | Static v
Port.02 ;None v || Static v
Port.03 |None v || static v
Port.04 |None v|| Static v
Port.05 j'NQne vAi_VSVtraticr v
Port.06 |None v || static v
Port.07 None iStatic v
Port.08 |None v || Static v

Group ID WorkPorts(For 802.3ad LACP only)
Trunkl 0 ‘

Trunk2 0
Trunk3 0
Trunkd |0

Puc. Uurepdeiic Port Trunk — Setting

B Ta6J'II/II_IC OIIMCaHbl OCHOBHBIC IT0JIA:

IMoge Onucanue
Group ID Bri6epuTe nopT, KOTOphIi OyeT NpUCOeIUHEH K TPAHKY.
Type [MoxnepxxuBaer craruueckuii Tpank u 8§02.3ad LACP
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Apply Haxxmurte Apply, 4TOOBI aKTHBHPOBATH HACTPOUKHU

Tpank — Craryc

Bl MOkeTE IPOBEPUTH CTATYC TPAHKA.

Port Trunk - Status

Group ID Trunk Member Type
Trunk 1 Static
Trunk 2 Static
Trunk 3 Static
Trunk 4 Static

Puc. Unrepoeiic Tpank-craryca
5.1.5. PesepBupoBaHue
5.1.5.1. TexHonorusa Sy-Ring

Sy-Ring - oxna u3 cambix 3)(HEKTHBHBIX KOJIBIIEBBIX TEXHOJIOTUN PE3EPBUPOBAHUS B MHPE.
Bpemsi BoccranoBnenust coctaBisier meHee 10 mc mpu 250 ycrpoiictBax. OHa MO3BOJISET
n30eKaTh HEOXKUIAHHBIX COOEB, BHI3BAHHBIX M3MCHEHUSIMH B CETCBOW TOMOJOTHH. TEXHOIOTHS
Sy-Ring momuepxuBaer Tpu Ring-romonoruu s ceteBoro pesepBupoBanusi: Sy-Ring, Ring
Coupling u Dual Homing.

[ sy-Ring Coupling Ring Dual Homing
iy (3 HIH AR
3 [
Ring Master Coupling Port Homing Port
1st Ring Port
2nd RingPort

* Connect to other vendor's ring...

Puc. Sy-Ring unrepdetic
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B TaGJII/ILIG OIIMCaHbl OCHOBHBIC IT10JIA:

Ioue Onucanue
Sy-Ring [TocraBbTe rajgouky, 4To0bl BKIIOYHTH SY-Ring
B komnbiie moimkeH ObITh TOTBKO 0MH Ring Master. OHako, €Cii KOMMYTaTOpOB,
Ring yCTaHaBJIMBAIOUINX aKkTHBaLKio0 Ring Master, HECKOJIBKO, TO KOMMYTAaTOp ¢
Master MuHUMaIIbHBIM MAC afipecom CTaHET KOPHEBBIM YCTPOKWCTBOM, & OCTAJIbHbBIE
OyayT pe3epBHBIMHU.
Lst Ring OcHOBHOM TIOPT
Port P
2nd Ring PesepBHbIil OpT
Port p p
[TocraBbTe ramouky, uroosl BkmouuTh Ring Coupling. Ring Coupling moxet
Rin UCIIOJIb30BaThCS ISl TOTO, YTOOBI PA3/IE€IUTh OOJIBLIOE KOJIBIIO, ISl TOTO, YTOOBI
Couglin OTPaHUYUTH KOJMYECTBO YCTPOICTB B IEPECTPANBACMOI ITOACETH. YTOOBI
PING | ysGesars JIeMCTBUS BCEX KOMMYTATOPOB BO BpeMsI H3MEHEHUS CETEBOM TOIOJIOTHH.
Ring Coupling ucnionb3yercs IIsl COeTUHEHHS ABYX Tormosioruii Sy-Ring.
Coenunenue ¢ Coupling Port kommyTtaropa B gpyrom kosisue. st Ring Coupling
Coupling | Hy*)HO 4 KOMMyTaTOpa, YTOOBI CO3JaTh AKTUBHYIO U PE3EPBHYIO CBS3b.
Port Ycranosure nopt kak Coupling Port. JIBe nmapbl IopTOB YeThIpeX KOMMYTaTOPOB
OyAyT B aKTUBHOM WJIM PE3EPBHOM PEKHIME.
Control Coenunenue ¢ Control Port kommyTtaTopa B ToM ke Kousbile. Control port 00b14HO
Port UCTIOJIb3YeTCs Ul epeayll KOHTPOJIbHBIX CUTHAJIOB.
OtmerbTe, yTo0b! BKItounTh Dual Homing. ITpu Bei6ope pexxuma Dual Homing
Dual Sy-Ring Oyner noacoennHeHa k 0ObIYHBIM KOMMYyTaTopam uepes aBa Sy-RSTP
Homin KaHaja (HampuMep C MarucTpajibHbIM KOMMYyTaTopoMm). JIBa kaHasia OyayT
g paboTaTh B aKTUBHOM U PE3€PBHOM pEXHUME, U COCTUHATH Kaxayto Sy-Ring ¢
OOBIYHBIMU KOMMYTaTOpaMu B pexume Sy-RSTP.
Apply Haxwmure Apply, 4ToOBI aKTUBHPOBATH HACTPONKHU

[Tpumeuanue: Mbl He coBeTYeM YCTaHABIMBAaTh OJIMH KOMMYTAaTOP OAHOBPEMEHHO KakK
Ring Master (kak ocHOBHOI1) 1 kak Ring Coupling n3-3a BbICOKOW Harpy3ku.

5.1.5.2. TexHonorusa All-Ring

Texuonorust All-Ring mosker OBITH yCTaHOBJIEHA JUIS KOJBIIEBOIO IMPOTOKOJIA IPYroro
nocraBiuka. TakuM o00pa3oM, Bbl MOXeETe J00aBIsATH KoMMmyTatopbl Sy-Ring B cers,
MIOCTPOCHHYIO Ha JPYroi KOJIbIEBOM Tomojoruu, U Bkimodath All-Ring mis B3aumomencTBus ¢
KOMMYTAaTOpaMH JIPYTHX MPOU3BOIUTEIICH.
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Dual Homing

[] Sy-Ring

Ring Master Coupling Port Homing Port
1st Ring Port
2nd RingPort

" Connect to other vendor's ring...

Haxxmute xHOTIKY "[TOIKITIOUHATE K KOJIBILY Ipyroe 00OpyAOBaHHE ....." 4TO CO3/1aTh KOJBIIO,
MOCTPOCHHOE IPYTUMH KJIHNEHTAMHU.

[“|Enable

Vender
1st Ring Port F’ﬁ ‘]1 v
Znd RingPart Port02 |

Puc. Uutepdeiic All-Ring

B Ta6J'II/II_IC OITMCaHbl OCHOBHBIC IT0JIA:

IToute Onucanne

Enable Brurouenue ¢pynkunu All-Ring

Vender Br160op npon3BoIuTENS, K KOJBIEBBIM TOIIOJIOTHSM KOTOPOTO BBl XOTUTE
M0JICO€IMHUTHCS

1sr Ring

Port Bb100p NOKITIOUEHHOTO K KOJIBIY TOpTa

2nd Ring

Port Br100op noKiroyaronero K KoJiblly nopTa
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—_— CATSe

------- Backup CAT5e

Other Vendor

Switch

All-Ring

‘endor
Swixh

(Other Vendos
Switch

Puc. Komneiro All-Ring
5.1.5.3. TexHonorua Sy-RSTP
Sy-RSTP — 3T0 mpOTOKOJI TEXHOJIOTHH KOJIBIICBOTO PE3EPBUPOBAHUS, U300PECTEHHBIN SY-

Ring. B orimume ot crannaproB STP/RSTP Bpemst Boccranosnenust Sy-RSTP cocraBnsier meHee
10 mc, x Tomy ke SY-RSTP nonaepskuBaeT 0oJblie TOYEK COSTUHEHHS B KOJIBIIEBOW TOMTOJIOTHH.

ROOT switch: Disable ¥

Port No. Active State

Port.01 ] INACTIVE
Port.oz ] INACTIVE
Port.03 [] INACTIVE
Port.04 O INACTIVE
Port.05 ] INACTIVE
Port.06 | INACTIVE
Port.07 ] INACTIVE
Port.08 ] INACTIVE

Puc. Unrepdeiic Sy-RSTP
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[Mpumenenne Sy-RSTP nokaszano Huxe:

Server

5.1.5.4. TexHonorua RSTP

RSTP - sto ynyumennas Bepcus STP. RSTP oOecneunmBaer OBICTPYIO CXOAMMOCTH
JIOTUYECKOI0 JiepeBa M3-3a MU3MEeHeHHH B Tomosoruu. Cucrema Taxxke nojgaepxuBaet STP u

ABTOMATUYECKU OOHApPYKMBAET MOJKIIOUYEHHOE YCTPOHCTBO, KOTOPOE pabOTaeT Mo MPOTOKOIaM
STP umm RSTP.

Hacrtpoiika RSTP

Bb1 Moxere BKIIOYMTH WM OTKIIOUNTH (yHKIuio RSTP m ycranoButh mapamerpsl ams
Ka)KI0ro mopra.

RSTP Setting
RSTP Mode: [Enable ¥

Bridge Setting

Priority (D-61440) 32768 |
Max Age Time(6-40) 120
Hello Time (1-10) 2]
Forward Delay Time (4-30)| 15

Port Setting

’ — Path Cost(0:auto,| Priority "
Port No.| Enable 1-200000000) | (0-240) P2P Edge
Port.01| enable v || |0 | 128 [[auto ftue ¥
Port02|enavie w| [0 | [128  Jauto v]ftue v
Port03|enable v|| 0 | [128  |auto v[[tue v
FO”rt‘.U‘l-ljenable v ;9 B \ L1278 Vﬂiﬁaﬁuto v [ true v
Port.0S | enable v | {0 \ ’1728 [ auto v[true ~|

Puc. UnTepdeiic mactpoiiku RSTP
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B TaGJII/ILIG OIIMCaHbl OCHOBHBIC IT10JIA:

IToae

Onucanmne

RSTP mode

BBl TOJDKHBI BKITFOUHTH WK OTKIIOUYHTH GyHKIMI0 RSTP o HacTpoiiku
CBSI3aHHBIX IMAPAMETPOB.

Priority (0-61440)

3HaueHUE UCTIONB3YETCs U UACHTH(PUKAITUN KOPHEBOTO YCTPOICTBA.
YCTpoiCcTBO € cCaMbIM HU3KOM 3HAYEHHEM UMEET CaMblil BBICOKHI
MIPUOPUTET U BhIOMpaeTcs Kak KOpHeBOU. Eciu 3HaueHue n3MeHseTcs, Bam
clenyeT nepe3arpy3utb kommytarop. CorjaacHO CTaHIapTHOMY MPaBUITY
IIPOTOKOJIA, 3HAYEHUE JOKHO ObITh KpaTHBIM 4096

Max Age (6-40)

KonuyecTBO cexyH1, KOTOPOE BEIKUAACT YCTPOUCTBO 0€3 MOTyUEHUS
coobmuienuit koupurypauuu STP 10 nonbeITku pekoHpurypanuu. Beenure
3Hayenue ot 6 1o 40.

Hello Time (1-10)

Bpewmsi, koTopoe onpeneisieT ¢ Kakoi NepuoguIHOCTBI0O KOMMYTaTOP
JIOJKEH oTebl1ath naketsl BPDU mii npoBepky TEKyIIEro COCTOSHUSA
RSTP. Beenure 3uauenne or 1 go 10.

Forwarding Delay
Time (4-30)

KonunuecTBO cexyHa, KOTOPOE MOPT BBIKUJAAET 10 U3MEHEHUS U3 COCTOSTHUS
oOyuenus u npociymuBanus ero RSTP B cocrosinue nepecsuiku. BBeaure
sgayedue ot 4 go 30

Path Cost
(1-200000000)

CTOMMOCTB TIyTH MEX]y IByMsI YCTPOMCTBAMH Ha YKa3aHHOM TOPTY.
Beeaure 3aauenue ot 1 7o 200000000

Priority (0-240)

Pemure, kakoif MOPT AOKEH OBITH 3a0JIOKMPOBAH, TIOCTABUB IPUOPUTET.
Beenute 3nauenue ot 0 1o 240. 3HaueHne NPUOPUTETA JOIIKHO OBITH
KpaTHO 16

B 3aBucuMocTH OT THIIA COEAMHEHUS, CETMEHTHI MOTYT ObITh P2P (TO ecTh,
MIOAKITIOUEHBI B PEKUME TOUYKA-TOUKA) U B PEXKUME pa3IeiIeMOn CpeIbl
(kKorJa K OJJHOMY CETMEHTY TMOJIKJIFOUEHO HECKOJIBKO YCTPOMCTB). B cimydae

Admin P2P
paboTsl B pesxuMe P2P B 1iensx ontumMuzanuu paboThl OTCYTCTBYIOT
HEKOTOpble TUIIHUE QyHKIMU. ONus MO3BOJISIET YIPABIATh THM
cBoiicTBOM BpyuHyto. True — P2P Bxitouen. False — P2P BeikitoueH.
ITopT HanpsAMYIO COEIUHEH C KOHEYHBIMU CTAHIMAMM U HE MOXKET

Admin Edge CO3/1aBaTh METJIH B ceTU. UTOOBI HACTPOUTH MOPT Kak edge port, yCTaHOBHTE

3HA4YCHUEC ITOPTOB True.

Admin Non STP

Ha nopty ucnone3yercs anroputm Berarciaenuit STP. True - conepxut
Marematuueckuii pacu€t STP. False -He conepxut MaremMaTnueckuii pacuer

STP.

Apply

Haxwmure Apply, 4ToOBI aKTUBUPOBATH HACTPOUKHU
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[Mpumeuanue: Creayiite mpaBuiay, utoOsl HacTpouth Max Age, Hello Time u Forward
Delay Time:
2 x (Forward Delay Time —1) > Max Age >2 x (Hello Time +1)

RSTP

Pesynbrar anropurma RSTP nokasan B Tabnuie

RSTP Information

Root Bridge Information

Bridge ID 0080001E9406005C
Root Priority 32768

Root Port ROOT

Root Path Cost 0

Max Age Time 20

Hello Time 2

Forward Delay Time 15
Port Information

Port  Path Cost Port Priority OperP2P OperEdge STP Neighbor State Role
Port.01 20000 128 True True False Disabled Disabled
Port.02 20000 128 True True False Disabled Disabled
Port.03 20000 128 True True False Forwarding Designated
Port.04 20000 128 True True False Disabled Disabled
Port.05 20000 128 True True False Disabled Disabled
Port.06 20000 128 True True False Disabled Disabled
Port.07 20000 128 True True False Disabled Disabled
Port.08 20000 128 True True False Disabled Disabled

Puc. UnTepdeiic RSTP

5.1.5.5. TexHonorna MSTP

MSTP — cranpaptbiii npoTtokon, ocHoBaHHBIM Ha IEEE 802.1s. @yHknus mno3Boiser
CO3/1aBaTh CBOM COOCTBEHHBIE JIorH4eckue aepeBbs STP B onuoit gpusnueckoit cetu ans VLAN
cereil. MSTP mopgnepkuBaer cxeMy OalaHCUPOBAaHUS HArpy3KH, MCIIOJb3Ysl MEHBIIIE PECYpPCOB,
yem PVST.
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MSTP Setting

MSTP Enable Disable v |
Force Version

Configuration Name

Revision Level (0-65535)

Priority (0-61440)

Max Age Time (6-40)

Hello Time (1-10)

Forward Delay Time (4-30)

Max Hops (1-40)

Priority must be a multiple of 4096.

2'(Forward Delay Time-1) should be greater than or equal to the Max Age.
The Max Age should be greater than or equal to 2*{Hello Time + 1).

Puc. Hactpoiika MSTP

B Ta6JII/ILI€ OIIMCaHbl OCHOBHBIC ITOJIA:

ITose

Onucanue

MSTP Enable

BbI 70MKHBI BKITIOYUTH WM OTKIIOUYUTH GyHKIIMI0 MSTP 10 HacTpoiiku
CBSI3aHHBIX MMAPAMETPOB.

Force Version

®dynkmus Force Version 3actasisier VLAN ycrpoiicTso,
noanepxuBatomiee RSTP, paborats B pexxume, coBmectumom ¢ STP

Configuration
Name

Bce ycrpoiictBa B omHoM MST nomxkubl uMeTh oguHakoBoe MST
Configuration Name.

Revision Level (0-
65535)

Bce ycrpoiictBa B omHoM MST nomxHbI uMeTh oguHakoBoe MST
Configuration Name.

Priority (0-61400)

3HaueHue UCTIONb3yeTCs A UACHTU(PUKAIIMN KOPHEBOTO YCTPOICTBaA.

Y CTpolCTBO C CaMbIM HU3KOM 3HAYEHUEM UMEET CaMbIi BBICOKUI
IIPUOPUTET U BhIOMpaeTcs Kak KopHeBoil. Eciu 3HaueHne usmeHseTcs, Bam
cleqlyeT nepe3arpy3uTb kommyTtaTop. CoriacHo CTaHJapTHOMY MIPaBHITY
MIPOTOKOJIA, 3HAYEHHE JOKHO ObITh KpaTHBIM 4096

Max Age Time (6-

KonnuecTBo cekyH, KOTOpOE BBIKHAAET YCTPOUCTBO O€3 MOTyYeHUS
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40) coobuiennii koudurypauun STP no noneiTku pekoHpurypamuu. Beeaure
3Ha4eHue ot 6 10 40.

®Oynkius, 3aBUcsIIas oT mpaBui HacTporiku Max Age, Hello Time u
Forward Delay Time. 310 Bpems1, KOTOpoe ONnpeaessieT, C Kakon

Hello Time (1-10) | nepuoau4YHOCTBIO KOMMYTATOP JOJKEH OTChIIATh nakeTsl BPDU s
MPOBEPKH TEKYIIET0 COCTOsIHUA JiepeBa. Beeaute 3Hauenue ot 1 no 10.
2 x (Forward Delay Time —1) > Max Age > 2 x (Hello Time +1)

. KommuecTBo cex O, KOTOPOC IIOPT BBIKUAACT 1O USMCHCHUSA U3
Forwarding Delay - P P

Time (4-30) cocTosHus 00y4deHus u npociymuBanus ero RSTP B coctosiHue

nepecbulki. Benure 3nauenue ot 4 1o 30

JomnonaurensHas yHaknus, npenanasnadeHnas st RSTP. Oxno 3naveHue

Max Hops (1-40) IIPUMEHUMO KO BCEM JIOTUYECKHM JIepeBbsaM B npenenax MST peruona
P (CIST u Bce MSTI), 1151 KOTOPBIX MOCT SIBISIETCSI KOPHEBBIM YCTPOMCTBOM

peruoHa.
Apply Haxxmute Apply, 4T0OBI aKTUBHPOBATH HACTPONKHU
MSTP nopt
MSTP Port
ooy Path Cost : . 5
Priority 5 Admin Admin Admin
BORLRO-S rhoan) f]?“ﬂ’o“)'m""““' p2P Edge Non Stp
128 0 auto |v | true :vﬁ false |v |
priority must be a multiple of 16
Puc. MSTP nopt
B Tabnuiie omrcanbl OCHOBHEIE MTOJIS:
IToge Onucanme
Port NO. Bri6epute mopT, KOTOPBI XOTUTE HACTPOUTH

Priority (0-240) | PemuTe, kKako# mopT A0JDKEH OBITH 3a0J0KHPOBaH 1o npuoputery B LAN.
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Breaute 3nauenue ot 0 1o 240. 3HaueHHe MPUOPUTETA JOJIKHO OBITh
KpaTHoO 16

Path Cost CTOMMOCTB IIYTH MEXKIY IBYMsI yCTPOHCTBAMHU HA YKa3aHHOM IOPTY.
(1-200000000) | Beeaute 3nauenue ot 1 10 200000000

B 3aBucuMocCTH OT THIIA COETMHEHUS, CETMEHTHI MOTYT ObITH P2P (TO ecTh,
MOJIKJIIOUEHBI B PEXKUME TOUKA-TOUKA) WM B PEXKUME Pa3AesieMOoi cpeibl
(Korza K OJHOMY CErMEHTY MOJIKIIFOUEHO HECKOIBKO YCTPOMCTB). B ciryyae
paboTsl B pexkuMe P2P B 1ienax ontuMuzanuu paboThl OTCYTCTBYIOT
HEKOTOpHbIe JTuIIHUE GyHKIUH. OMIIKs TO3BOJISET YIIPABISITh STUM
cBoiicTBOM BpyuHyto. True — P2P Bkmrouen. False — P2P BeikitoueH.

Admin P2P

HOpT HAIpiaMyro COCAMHCH ¢ KOHCYHBIMH CTAHIUAMHU U HEC MOXKET CO31aBaThb
Admin Edge neTau B ceTd. YToObl HACTPOUTH MOPT Kak edge port, ycTaHOBUTE 3HAUEHUE
noptoB True.

Ha nmopty ucnons3yercs anroputm Beruucienuit STP. True - conepxut
Admin Non STP | maremaruueckuii pacuét STP. False -He coiepXUT MaTeMaTHUSCKHIA pacyeT
STP.

Apply Haxwmure Apply, uToOBI aKTUBUPOBATH HACTPOIKHU

MSTP Instance

MSTP Instance

Priority
Instance State YLANS (0-61440)
1 v Enahle v 1-4094 32768

Priority must be a multiple of 4096.

Puc. MSTP Instance

B Ta6J'II/IH€ OIIMCaHbl OCHOBHBIC ITOJIA:

IToute Onucanne

Instance VYcranosute Homep MST instance. Ot 1 1o 15

State Bxmounts nm otkmrounts MST instance

VLANS Ycranosure coorBercTBre Mexy VLAN u instance
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3HavYeHHUE UCTIONB3YyeTCs I MACHTHU(UKAIIMK KOPHEBOTO YCTPOUCTBA.
Proprietary VYeTpoiicTBO ¢ caMbIM HI/ISj(OM 3HAYEHHEM HUMEET CaMblii BEICOKHIA IPUOPUTET U
(0-61440) BBIOMpAETCs Kak KOpHeBOM. Eciin 3HaueHne N3MEHSIETCS, BaM CIICIyeT
nepe3arpy3uTh kommytaTop. CoriiacHO CTaHAapTHOMY MPaBUITY IPOTOKOJIA,
3HAYCHHE JIOJDKHO OBITh KpaTHBIM 4096
Apply Haxwmure Apply, 9T0OBI aKTUBUPOBATH HACTPOMKHU

MSTP Instance Port

MSTP Instance Port

Instance: | CIST v |

Port

Priority Path Cost
(0-240) (1-200000000, O:Auto)
128 0

Priority must be a multiple of 16

Puc. MSTP Instance Port

B Ta6J'II/IH€ OIIMCaHBbl OCHOBHBIC ITOJIA:

Ioue Onucanne
Instance Beeaure nndopmanuto o6 instance, 3a uckiaodenuem CIST
Port Bri6epuTe nopT, KOTOPBI XOTUTE HACTPOUTD
Priority (O- PemuTe, kakoii mopT AODKEH OBITH 3a0JIOKUPOBAH 10 MPUOPUTETY. BBeauTe
240) 3HayeHue ot 0 10 240. 3HaueHre NpUOpUTETA JOJKHO OBITh KpaTHO 16
Path Cost CroumocTh yTH Ha yKazaHHOM nopty. Beenure 3Hauenue ot 1 1o 200000000
(1-200000000)
Apply Haxxmute Apply, 4T0OBI aKTHBHPOBATh HACTPOUKH
5.1.6. VLAN
BupryanpHas nokanpHas ceTh — JIOTMUECKOe OOBEIMHEHHE CeTed, OrpaHM4YMBaroIlee

IIMPOKOBEIIIAHNE ¥ TIO3BOJISIIOIIEE W30JUpoBaTh Tpaduk certu, wieHsl ogHo VLAN wmoryt
oOMeHUBaThCs NaHHbIMH JApyr ¢ apyrom. daktmuecku, cozmanue VLAN Ha koMmmyTaTtope
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9KBHUBAJIEHTHO JIOTUYECKOMY pa3ZelICHUIO YCTPOICTB Ha pa3Hble ceTh. OJHaKo, BCe yCTpOICcTBa
CeTH Bce enle (PU3MUECcKH MOAKIIOYECHBI K OTHOMY YCTPOUCTBY.

Kommyrarop moanepxuBaer VLAN Ha ocHoBe mopToB u 802.1Q (Ha ocHoBe Teron). Ilo
yMon4aHuto, pexxuma pabotsl VLAN - 802.1Q.

5.1.6.1. Hactpounka VLAN

VLAN Ha ocHOBE TeroB cooTBeTcTBYyeT cTangapty cneundukanuu IEEE 802.1Q, mostomy
MOXxHO co3iaBatb VLAN Mexny ycTpoiictBamu pasubix npousBoaureneit. [IEEE 802.1Q VLAN
UCTIONB3YeT TEXHUKY BCTaBkH «rera» B Ethernet ¢peiimbl. Ter comepxur uaeHtupukarop
VLAN (VID), xoTopsriit yka3zeiBaeT Ha Homep VLAN.

Bu1 moxere co3mare VLAN Ha OCHOBE TEroB, a TAKXKE BKIIOYUTH WK OTKIHOUNTHE GVRP
npotokoi. Beero gocrynno 256 rpynn VLAN. Ilpu Brimouennn VLAN 802.1Q Bce moptsl
kommyTtaropa npunaiexkar VLAN no ymomuanuto, VID koropoit 1. VLAN no ymonvanuio
HEJb3sl YAAIUTD.

GVRP — cereBoil MPOTOKOJ, TO3BOJISIOIINN YCTPOHCTBY JIOKAIBHOH CETH COOOIIUTH
COCETHUM YCTPOMCTBaM, YTO OHO >KENIAaeT MPHUHSITH MaKeThl JAJIsl OJHON Wiu Heckolbkux VLAN.
['naBras nens GVRP — 1mo3BoauTh KOMMyTaTOpaM aBTOMAaTUYECKH OOHAPYKUTHh HH(POPMAITUIO
o VLAN, koropas mHaue AODKHA ObUla Obl OBITH BPYYHYIO CKOH(MUTYPHUpPOBaHA B KaXKIOM
KOMMYTaTope.

VLAN Setting

VLAN Operation Mode :|802.1Q0 v

GVRP Mode :[Disable |
Management Vlan ID :|o |(Aeply ]

VLAN Configuration

Port No. Link Type Untagged VID Tagged VIDs
Port.01 | Access v |1
Port.02 'Access vi 11
Port.03 | Access ¥
Port.04 |Access v|[1
Port.05 | Access ¥
Port.06 |Access v |[1
Port.07 | Access v (1
Port.08 | Access v |1

Note: Use the comma to separate the multiple tagged VIDs
E.g., 2-4.6 means joining the Tagged VLAN 2, 3, 4 and 6

Puc. Hactpoiika VLAN
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B TaGJII/ILIG OIIMCaHbl OCHOBHBIC IT10JIA:

IToae

Onucanue

VLAN
Operation Mode

Hacrpoiika pexxuma pabotrsl VLAN: BeIKIIIOU€Ha, HA OCHOBE OPTOB, 802.1Q

GVRP Mode Brrounts/oTkmounts Gyaknuo GVRP
Management Management VLAN ID - 3to Homep VLAN, yepe3 KOTOpbIil yCTpOICTBO
VLAN ID MO>KHO HacTpauBaTh. JlocTyn Kk HacTpoiike KOMMYTaTOpa MOXKET
IIPEIOCTABIIATHCS TOJIBKO JIs1 yeTporcTB B 3ToM VLAN
Ectr 3 Bua coequHeHNI:
Access Link: nmpucBoenue nopram coux VID.
Trunk Link: pacimpennas Bepcust Access Link; npucBanBanus pasaeix VID
Link Type OJTHOMY TIOPTY

Hybrid Link: noctymusr Access Link u Trunk Link
Hybrid (QinQ) Link: Bxarouaet peskum QinQ; mO3BOISIET BCTABUTH
nononHuTenbHbll Ter Bo VLAN ¢peiim.

Untagged VID

Ycranosure VLAN ID no ymon4anuto, KOTopoe OyA€eT UCIOIb30BaHO MIPU
NOCTYIIEHUHU HEJIETMPOBAaHHBIX JIaHHBIX Ha 3TOT nopt. MHTepBan ot 1 1o
4094.

Tagged VIDs

YcranoButre VID, nanHble KOTOPBIX OyIyT MepenaBaThes ¢ yCTPOUCTBA.

Apply

Haxxmute Apply, 4TOOBI aKTHBHPOBATH HACTPOHKHU

5.1.6.2. Hactpouka VLAN Ha ocHOBe nopToB

Tpaduk nepenaercss Ha nopThl 4ieHOB Tol ke VLAN rpynnsl. B pexume pabotrst VLAN
Ha OCHOBE IIOPTa, OIpPEJIEJIEHHOW B TOW e TIpynne IOpPTOB, IMAKeThl IepefarTcs 0e3
OTPaHUYECHUS TUIIOB MTAKETOB.

3aMeTbTe, UTO BCE HEBBIOPAHHBIE MOPTHI Oy1yT OTOOpa’KEHbI KaK MPUHA UIEKAIINE K Ipyron
VLAN. Eciou BkmoueHa VLAN Ha ocHoBe nopra, VLAN TerupoBaHue HCIIOJIB30BATHCA HE

Oyner.
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VLAN Setting

VLAN Operation Mode : |PortBased v
Port Based VLAN List

Puc.1. Hactpoiika VLAN Ha ocHOBe IOPTOB

B Ta6J'II/II_Ie OIIMCaHbl OCHOBHBIC ITIOJIA:

IToue Onucanne

Add Haxxmurte Add, uto0Os1 no6aButs VLAN
Edit W3mennts cymectBytonmii VLAN
Delete VY nanuth cymectByrommii VLAN

Help [Toka3zaTp cripaBKy

VLAN Setting

VLAN Operation Mode :[PortBased ¥

Group Name ‘I_'_EST
VLANID |1

Port01 =~ -
Port.03 Port.04
Port.0s

Port.06

Port.08

Puc.2. Hactpoiika VLAN Ha ocHOBe IOPTOB
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B Ta6J'II/IH€ OITMCaHbl OCHOBHBIC ITOJIA:

IToute Onucanue
Group Name Nwms rpynmer VLAN
VLAN ID Beenutre VLAN ID
Add Bribepute nopt st noacoeauaenus k rpynmne VLAN
Remove VYV nanute nopt u3 rpymnisl VLAN
Apply Haxxmute Apply, 4TOOBI aKTHBHPOBATH HACTPOHKHU
Help [Toka3atb cripaBKy

5.1.7. SNMP

[Tpoctoii mpotokon ympaeineHus cersmu (SNMP) — mnpotokon, pa3zpaboTaHHBIA AJis

yOpaBjieHUs y3JaMu (cepBepamu, pabOYMMHU CTAHIMSAMHU, pOYTEpamMu, KOMMYTAaTOPaMH,
KOHIeHTpaTopamMu #u T.4.) B IP cetu. SNMP mno3BomnsieT agMUHUCTpaTOpaM CETU YNPaBIATh
MIPOU3BOUTEIIEHOCTRIO CETH, HAXOJWUTh M pelaTh NPOOJeMbl CETH W IUIAHUPOBATH €€
pacmiupenre. CUCTEMbl yIpaBIEHUS CETIMHU Y3HAIOT O MpolbieMe, moiydas trap-cooOIleHus U
YBEJIOMIICHHS 00 U3BMEHEHUSX OT YCTPOMCTB ceTH, moaaepxkuBatomux SNMP.

5.1.7.1. SNMP - HacTtpomnka areHTa

Bbl MoxeTe HacTpouTh MHpOpMaiuio, cBsizaHHyio ¢ SNMP areHtom ¢ MOMOLIbI0 ONIIUK
Agent Setting.
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SNMP - Agent Setting

SNMP Agent Version:
|SNMPVINZE v

SNMP V1/A/2¢c Community

Community String Privilege
public :éeadﬁf)ni;'f jv

private | | Read and Write v |

ReadOnly v

ReadOnly |

SNMPv3 User

User Name

Auth Password ‘

Privacy Password \

Current SNMPv3 User Profile

[User Name lauth. Passwaord [Priv. Password

Puc. SNMP - Hactpolika arenra

B Ta6J'II/IH€ OIIMCaHBbl OCHOBHBIC ITOJIA:

IToJie Onucanune

IMonnepxusatorcs 3 Bepcuu SNMP: SNMPV1/SNMPV2¢c u SNMPV3.

SNMP — SNMPV1 SNMPV2c arent ans ayreHTU(GUKAIIIH TPOBEPSET HA COOTBETCTBUE
Agent Version | community string. SNMPv3 3anpamirBaet ypoBeHb ayTeHTH()UKALIUH C
mugpoBanueM AaHHbIX MDS ninn DES.

Caenyer ykazate SNMP Community. [TognepxuBatorcst 4 COOTHOLICHUS

SNMP . . . . .

VLV2e «Community String/Privilege». Kaxnas Commum‘ty Strlpg MOJKET COJIEPIKATh

Community MakcuMyM 32 cumBona. YtoOsl ynanute Community String, ocTaBbTe moJje
MyCTBIM.

SNMP V3 Ecnu Be16pan SNMP V3, ans ayrentudukanuu HeoOX0IuMo yKazaTh

nonb3oBarenss SNMPv3. TTapons (Auth Password) 3ammdposan mo MDS5, a

User . .
KoH(puaeHManbHbIi napois (Privacy Password) mo DES. Makcumanbnoe
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KOJIMYECTBO IoJib3oBaTeaer SNMPv3 — 8, MakcuMaabHOE KOJTHYECTBO
CHUMBOJIOB B IMCHH I0JIb30BaTeNs U mapode — 16.
Ecnu BeiOpan SNMPv3 agent, MOXHO:
1 Bsectu TOIbKO UM nosib3oBatTenst SNMPv3
2 BBectu TOJIBKO UMS MOJIb30BaTeNa U napoib SNMPv3
3 BBecTH TOJIBKO UMS MOJIB30BATEIS, TAPOIH U KOH(DHICHITUATBHBIN
napoiab SNMPv3, KOTOPBI MOKET OTINYATHCS OT OCHOBHOTO MapOJIs
YroObl yanuTh TEKYIIMA TPOGUIb TOTH30BATEI:
1 Bgeaute ums nonb3zoBatenss SNMPv3, koTopoe XOTUTE yAaIUTh
2 Haxmure kHOnIKY Remove

Current

SNMPv3 User | [Toka3ats Bce mpodunu monb3oBareneit SNMPv3
Profile

Apply Haxwmure Apply, uToOBI aKTUBUPOBATH HACTPOUKHU
Help [Toka3zaTp cripaBKy

5.1.7.2. SNMP - Hactpouka SNMP traps

Trap cepBep — 3TO cTaHUMA YIOpaBIEHUs, MOJIydarouas trap-COOOLIEHUs -  CUTHAbI
CHCTEMBI, CreHepupoBaHHbIe KoMMyTaTopamu. Eciu trap cepBep He 3aaaH, trap-cooOlieHus: He
reHepupyroTcs. YKaxuTte trap cepsep - BBenute [P anpec cepepa m Community String.

SNMP - Trap Setting

Trap Server Setting

Server IP

Community

Trap Version| ® w1 Owvoc
Add

Trap Server Profile
Server IP  |Community  [Trap Version

-~

[ Removye ][ Help ]

Puc. SNMP - Hacrpoiika SNMP traps
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B Ta6J'II/IH€ OITMCaHbl OCHOBHBIC ITOJIA:

Ione Onucanue

Server IP IP anpec cepBepa a1 OTHPaBKHU trap-COOOIICHUIA
Community Community string 17151 ayTeHTUDUKAITTH

Trap Version Bepcus Trap nonnepxxkuBaet V1 u V2c¢

Add Jlo6aBuTh trap cepsep

Remove VY nanuts trap cepep

Help [Toka3zaTh cripaBKy

5.1.8. MNpuopuTtesauunsa Tpadunka

[Tpuopuresanms Tpaduka BKIOYaeT 3 pexuma: Ha ocHoBe mopta, 802.1p/COS wu
TOS/DSCP. C nomouipto 370 QyHKIIMKM MOXHO paslenuTh Tpaduk Ha 4 kiacca A pa3HOM
obpabdotku. SWMG-44GC-W nojepXkuBaroT 4 ouepeiu o PHOPHUTETY.

5.1.8.1. Tunbl QoS

Policy

QoS Policy :

® Use an 8,4,2,1 weighted fair queuing scheme
O Use a strict priority scheme

LAppIVJ [ Helpj

Puc. UnTtepdeiic npuopurezannu tpaduxa

B Ta6J'II/II_Ie OIIMCaHbl OCHOBHBIC ITOJIA:

IToute Onucanne

e Port-base: IIpuoputet onpenenseTcss BXOIHBIM ITOPTOM
L e COS only: ITpuoputet onpeaensiercs Tonbko COS

Priority )

Mode e TOS only: [Ipuopurer onpenensiercst Toibko TOS
e COS first: IIpuoputet onpenensiercs COS u TOS, Ho B iepByto odepear COS
e TOS first: Ilpuopurer onpenensiercs COS u TOS, Ho B nepByto ouepens TOS

QoS e lcnosp30BaHne CXEMBI B3BEIICHHOM CIIpaBeuINBOM ouepenu 8,4,2,1: ouepenn
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Policy

OyIyT ciieoBaTh COOTHOIIEHUIO 8:4:2:1 myisl mepeiadu MakeToB 110 OYEPEaH, OT
BhICIICH K HuU3MIeH. Harpumep: 3a oAHy €IMHUILY BpEMEHU MepelatoTcs 8
MaKETOB BBICILICH MPUOPUTETHOCTH, 4 MaKeTa CPeIHEN MPUOPUTETHOCTH, 2
nakKeTa HU3KOW MPUOPUTETHOCTH M OJIMH MAKET HU3IIEH MPUOPUTETHOCTH.

e lcnonb30BaTh CTPOryI0 MPUOPUTETHYIO ouepeib: IlakeTsl BhICIIEH
MIPUOPUTETHOCTH BCET/Ia MEepeatoTCs MepBbIMU, TTOKA OHU HE 3akoH4aTcs. To
€CTh, CHayaJla IepeJaloTCs BCE MAKEThI BBICILIErO MPUOPUTETA; IIOCTIE TOTO, KaK

OHU 3aKOHYUJIUCh, MOT'YT IIEPCAaBaThLCA 1TaKCThI 0oJiee HU3KOTO IIPpUOPUTETA U
TakK JaJIcc.

Apply

Haxxmute Apply, 4TOOBI aKTHBHPOBATH HACTPOHKHU

Help

Iloka3aTs cupaBKy

5.1.8.2. NpnoputeTHOCTHL Ha OCHOBE NOPTOB

Port-based Priority

Part Mo.| Priority
Port.01 | Lowest »

Port.02 | Lowest »
Port.03 | Lowest »
Port.04 | Lowest
Port,.05 | Lowest

W
w
Port,.068 | Lowest
W
W

Port.07 | Lowest
Port.08 | Lowest

[ Apply ][ Help ]

Puc. IIpnopuTeTHOCTS HA OCHOBE MTOPTOB

B Ta6J'II/II_Ie OIIMCaHbl OCHOBHBIC ITOJIA:

IToute Onucanne

Port base HasnaubTe mopTy mpruopuTeTHYIO 04epeb. MOKHO Ha3HAYUTh 4 OYepe/Iu:
Priority BBICOKAsI, CPETHSIS, HU3Kasi ¥ HU3IIIAs.

Help [Toka3zaTh cripaBKy

Apply Haxxmute Apply, 4T00BI aKTUBUPOBATH HACTPOIKHU
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5.1.8.3. CoS/802.1p

COS/802.1p COS Port Default
Port Mo.| COs
COS| Priority Port.01 (0
O [ Low — » Port.02 (0 «
1 | Lowest w Port.03 (0
2 || Lowest w Port.O4 | 0
3 [ Low W PortOS (0
4 [ Middle Port06 (0
3 [ Middle s Part07 (0
& (High |» Port.08 (0
7 | High =
[ Apply ][ Help ]

Puc. Untepdetic CoS/802.1p

B Ta6JII/III€ OIIMCaHbl OCHOBHBIC ITOJIA:

ITouie Onucanne
COS (Knacc obcnyxuBanusi) uzpecteH kak 802.1p. OH onuckiBaeT mporecc
OTIpeIeJIeHNs TIPUOPHUTETA MMaKeTa C TOMOIIBIO TOJIS MPHOPUTETA MOJIB30BATENIS B

COS/802.1p
tere 802.1Q VLAN. 3naueHue npuopuTeTa NpUHUMAIOT 3HaueHus ot 0 1o 7, 4to
npoenupyeTcs Ha 4 ouepean: BBICOKAs, CPETHSS, HU3Kasi U HU3IIAs.

COS Port Ecinn y BxonHoro nakera orcyrctByeT VLAN Ter, HCXOAHOE 3HaYCHHE

Default HPUOPHUTETA OMPEACISICTCS] BXOAHBIM TIOPTOM.

Help [Tokazath cripaBKy

Apply Haxxmute Apply, 4T0OBI aKTHBHPOBATh HACTPOUKH

5.1.8.4. TOS/DSCP
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TOS/DSCP

DSCP

0

1

2

3

4

5

6

7

Priority

Lowest v

Lowest

v |

_:Lowe s't; v|

| Lowest v ||

Lowest v |

grLowe st v

}"Lowe st v

;, LDWBSI V

DSCP

8

9

10

11

12

13

14

15

Priority

Lowest v |

Lowest

v

Lowest v |

Lowest v ||

Lowest v|

Lowest v |

Lowest v

| Lowest

DSCP

16

17

18

19

20

21

22

23

Priority|

Low

irLow

Low

':Low

Low

||| Lowe

j\rLow v}'

Low

DSCP

24

25

26

27

28

29

30

31

Priority| Lo

Low

v

Low

| Low

&

| Lowy v

| Low

- o

||| Low

|| Low

v

Low

DSCP

32

33

34

35

36

37

38

39

Priority

Middle r:j

Middle

| Middle

v

 Middle v ||

Middle

[igate

[ Middle v

v |

Middle

DSCP

40

41

42

43

44

45

46

47

Priority

Middle v

|| middle +|

Middle v ||

Middle |

| Middle

|[[ Middle |

Middle v |

DSCP

48

50

51

52

53

54

55

Priority

' High

v

| High v

High  ~|

High

|| High

|| High

v

| High

v |

DSCP

56

58

59

60

61

62

63

Priority

High-

v |

v | High

v

| High

v

| High

v

[Fign

v

| High

v

(High  +|

Puc. Unrepdeiic TOS/DSCP

B Ta6J'II/II_Ie OIIMCaHbl OCHOBHBIC ITOJIA:

IToue Onucanne
TOS (Tun o0cnyxuBanus) — nosue B IP 3aronoske nakera. [lone TOS takxke
ucnonssyetcs B nuddepenupoannom oocnyxkubanuu (DiffServ) u Ha3piBaeTcs

TOS/DSCP DSCP (Differentiated Services Code Point). C momoIipi0 3TOro moJjisi MOXHO
yKa3aTh MPUOPHUTET MAKETa, €ro 3HaueHue MOXKeT ObITh OT 0 10 63. 3HadeHus
DSCP npoenupyrorcst Ha 4 odepeau IPUOPUTETHOCTH: BBICOKASI, CPEAHSS, HU3KAs
Y HU3IIAsl.

Help [Tokazate cipaBKy

Apply Haxwmure Apply, 4T0ObI aKTUBUPOBATH HACTPOIKHU

5.1.9. IGMP Snooping

[Iporokon IGMP ncnone3zyercs IP xoctamu A1 perucTpalvy UX y4acTHsl B TUHAMUYECKON
MHoOToaapecHoi pacceuike. CymectByer 3 Bepcun IGMP: vl, v2 u v3. Ux cnenuduxanum
npencTaBieHbl coorBeTcTBeHHO B RFC 1112, 2236 u 3376. IGMP Snooping coBepIieHCTBYET
paboTy cereld, nepenarwIux MHOroaapecHbii Tpaduk. [IpoTokon ymenbinaer 00bEMBI Tpaduka,
o0ecreunBast €ro J10CTaBKy TOJIBKO TyJa, TJ€ OH Tpedyercs.
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IGMP Snooping

IGMP Snooping :|Disable |v

IGMP Query Mode: pisable v|

IGMP Snooping Table
IP Address WLAN ID Member Port

~

Puc. UnTepdeiic IGMP Snooping

B Ta6J'II/II_Ie OIIMCaHbl OCHOBHBIC ITIOJIA:

Ioge Onucanune

IGMP

. Bxuttounts/oTkmounts IMGP Snooping
Snooping

IGMP Quer MoxHo ompenenuts kommyTaTop kak IGMP querier. B cetn Mmoxer ObITH
Mode y tonbko onuH IGMP querier. Pesxxum Auto o3Hauaert, uTo querier Oyaer
YCTPOWCTBO ¢ MUHUMANIBHBIM [P anpecom.

IGMP

Snooping [Toka3aTe CIMCOK IPYNIIOBBIX PACCHUIOK

Table

Help ITokazate cpaBKy

Apply Haxwmure Apply, 4ToObI aKTUBUPOBATh HACTPOUKHU

5.1.10. Be3onacHocCTb

5 pa3zmenoB MOMOTYT yIydIIUTh Oe3omacHOCTh Kommytaropa: IP Security, Port Security,
MAC Blacklist u MAC address Aging u npotokon 802.1x.

5.1.10.1. BesonacHocThb IP

VYnpasisate kommyTtatopoM ¢ nomoinsio WEB, Telnet unmu SNMP mosxHo 6yzner Tonbko ¢ [P
aZpecoB U3 CIIHCKA.
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IP Security

IP Security Mode:
| Disable v

Enable WEB Management
Enable Telnet Management
Enable SNMP Management

Secure IP List

Secure IP1
Secure IP2

Secure IP3 |
Secure P4 |
Secure IPS |
Secure IP6

Secure IP7

Secure IP8

Secure IP9 |
Secure IP10|

[ Anply ][ Help J

Puc. Unrepdoeiic IP 6ezonacuHoctu

B Ta6J'II/IH€ OIIMCaHBbl OCHOBHBIC ITOJIA:

IToJie

Onucanmne

IP Security Mode

Bxmrounts nnm otkirounTh pyHkuuto [P 6e3omnacHoctu

Enable WEB Management

Haxxmute mist BKiTtoueHus PyHKITUU yIIpaBlIeHUs yepe3 BeO-
Opaysep

Enable Telnet

Haxxmute 11 BKIIrOUYeHUs GyHKUUU ynpaBieHus yepes Telnet

Management

Enable SNMP

Management Hasxmure 11 BKIIOYEHUs PyHKIMU ynpaBieHus yepe3 SNMP
Apply Haxxmute Apply, 4TOOBI aKTUBHPOBATH HACTPOHKHU

Help [Tokazath CrIpaBKy
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5.1.10.2. BezonacHOCTb NOPTOB

OyHKius 0€30MacHOCTH MOPTOB TO3BONIAET no0aBmATh cratuueckue MAC anpeca B
tabnuiy kommytaruu. [Ipu Brimouenun dyHkuum Poty Security Ha crpanune Port Control,
OyIyT mepenaBaThCsl TOJIBKO KaJphl ¢ JAaHHBIX aJ[PECOB, BCE OCTAIBHEBIE OYIyT OTOPACKIBATHCS.

Port Security

MAC Address
Port Mo, Fort.01 =

| add || Delete || Help |

Port Security List
MAC Address Port

S

Puc. UnTepdeiic 6e30macHOCTH MOPTOB

B Ta6J'II/II_Ie OIIMCaHbl OCHOBHBIC ITOJIA:

IHone Onucanue

MAC Address Beeaute MAC aapec a1s yka3aHHOTO mopTa
Port NO. BriOepure nopt kommyTaropa

Add JlobGaBbTe 3amUCh

Delete VYV 1anuTh 3ammch

Help [Tokasare cripaBKy

5.1.10.3. YepHbin cnucok MAC apgpecosB

Oynkuus MAC Blacklist no3sonsier ¢unbTpoBath Tpaduk, nepemaromuiics Ha MAC
aapeca u3 cnucka. Jlroosle nakersl, nepenatomuecs Ha 3tu MAC azapeca, 6yayT OTOpPOIIEHBI.
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MAC Blacklist

MAC Address

| add || Delete || Help |

MAC Blacklist
MAC Address

-~

Puc. Yepnsiii cnucok MAC anpecos

B Ta6J'II/II_Ie OIIMCaHbl OCHOBHBIC ITIOJIA:

Iouie Onucanue

MAC Beenute MAC anpec, kotopslii Oyner go6asieH B 4€pHblil ciucok MAC
Address aJipecoB

Port NO. BriGepute mopt koMMyTaTopa

Add J106aBUTH 3amuch

Delete V nanuThb 3ammmch

Help [Tokazath cripaBKy

5.1.10.4. 802.1x

802.1x — Radius cepBep

802.1x TO3BOJSET LEHTPAIM30BAHHO YIPABIATH IMpaBaMH s ayTeHTH(QHUKAIUUA U
aBtopu3aru. O6patureck k cranaapty |IEEE 802.1X - Port Based Network Access Control.
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802.1x - Radius Server
Radius Server Setting

802.1% Protocol | Disable v
Radius Server IP

Server Port

Accounting Port
Shared Key
NAS, Identifier

Advanced Setting

Quiet Period
TX Period

Supplicant Timeout

Server Timeout

Max Requests
Re-Auth Period

[ Apply ][ Help ]

Puc. Untepdeiic 802.1x — Radius cepsep

B T216JII/III€ OIIMCaHbl OCHOBHBIC ITOJIA:

IToJie Onucanue

Radius Server Setting

Radius Server
P IP anpec cepBepa ayTeHTU(DUKALUU

Yceranosure Homep UDP nopra, ucrons3yromerocs cepBepom s

Server Port
ayTeHTH(UKAITIT

VYceranosure Homep UDP nopra [y1s1 3a11poCcOB Y4ETHBIX 3alCEN Ha

Account port ykazaHHoM Radius cepsepe.

Shared key Kiro4, cOBMECTHO UCITONIB3yEMBI KOMMYTAaTOPOM M CEPBEPOM
ayTeHTU(UKALUU

NAS, Identifier | Ctpoka, ucronb3yromascs s uaeHTH(PUKAIUHT KOMMYyTaTopa

Advanced Setting

Quiet Period VYcTaHoBHTE HHTEPBAJl BPEMEHU MEX1Y OUTMOKON ayTeHTU(UKAIIMY U HOBOH
MIOIBITKOM

58 WWwWWw.symanitron.ru




SrANTROY

PykoBoacTtBo nonb3oBatenss SWMG-44(SFP)GC-w

YcranoBure BpEMs, B TCUHCHHUEC KOTOPOI'0O KOMMYTATOP 6y,I[CT OXXHaaTh OTBET

Tx Period N

Ha EAP 3anpoc 10 moBTOpHOM OTHpaBKHU 3ampoca Ha cepBep
Supplicant YcTaHoBuTe BpeMmsi, B TEYEHHE KOTOPOTO KOMMYTaTOp Oy/eT 0KuJaTh OTBET
Timeout Ha EAP 3anpoc ot kirenra

Server Timeout

YcTraHoBHTE BpeMs, B TEYCHHE KOTOPOTO KOMMYTATOp OYIET 0KUIATh OTBET
Ha 3anpoc ayreHTudukanuu ¢ Radius cepsepa

Max Requests

YcraHoBUTE MaKCUMaIbHOE KOJIMYECTBO MOMBITOK OTIPABKU JAHHBIX
3arpaniuBaIleMy YCTPOHUCTBY

Re-Auth Period

YcTaHOBHTE UHTEPBAJ BPEMEHH, I10CJIE KOTOPOTO MOAKIIOYEHHBIE KIMEHTHI
JOJKHBI OBITH TIOBTOPHO ayTEHTU(HUIIMPOBAHEI

Apply

Haxxmurte Apply, uToOBI aKTUBHPOBATH HACTPOUKH

Help

ITokazaTh CIIpaBKy

802.1X - PeskxuM aBTOPH3AIUM 1O IOPTAM

371ech Bbl MOKETE HACTPOUTH pexuM 802.1X aBTOpU3aLnu AJi KaXKA0ro MopTa.

802.1x - Port Authorize Mode

Port Ma. Port Authaorize Mode
Paort.01

Port.0z
Port.03
Port.04
Port.05
Port.06
Port.07
Port.08

Puc. Untepdetic 802.1x - Pexxum aBTopusamuu 1no nopram

B Ta6J'II/II_Ie OIIMCaHbl OCHOBHBIC ITOJIA:

IToae

Onucanune

Port Authorized
Mode

Pexxumebl aBTOpU3anuu:
® Reject: HAa 3TOM MOPTY aBTOPHU3ALIUS 3aMpelieHa
® Accept: Ha OTOM MOPTY aBTOPHU3AIKS 00s3aTEIbHA

® Authorize: cOCTOSIHUE 3TOr0 OPTA ONPENEISIETCS HACTPOHKaMU
802.1x ayreHTHpHUKAIIUN

® Disable: atot mopt He Oynet ydactBoBath B 802.1x
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Apply Haxxmute Apply, 4T0OBI IPUMEHUTH HACTPOUKH

Help [Toka3zatb cripaBKy

802.1x - CocTosiHMEe aBTOPU3ALMH 10 IOPTAM
Ha nanHoii crpanuily oroopaxkaercs coctosiHue apropusainuu 802.1x mo mopram

802.1x - Port Authorize State

Port Mo, Port Authorize State
Port.01 Disahble
Port.02 Disahble
Port.0z Disable
Port.04 Disahble
Port.05 Disahble
Port.06 Disahle
Port.07 Disahble
Port.08 Disable

Puc. Unrtepoeiic 802.1x - CocTosiHUE aBTOPHU3AIUH 110 TIOPTAM

5.1.11. OnoBelyeHus

OYHKIMS OINOBEIICHUS OYEeHb BaXKHA [UIsl YIpaBICHUS KOMMYTatopoM. Bbel Moskere
NOJy4aTh ONOBEMICHUST OT KOMMYTaTopa C MOMOINBI0 CHCTEMHOTO >XypHama, E-Mail nu
CUTHAJILHOTO pejie. DTO MO3BOJIET BaM YIAJCHHO CJIEIUTh 3a COCTOSHHEM Kommytaropa. [Tpu
BO3HMKHOBEHUHU COOBITHIA, Ha Balll HA3HAUYEHHBIN cepBep, E-Mail wnu curnanbHoe pene Oyner
MOCHUIATHCS OTIOBEIEHUSI.

5.1.11.1. OnoBelyeHue o coboe

[Tpu BO3HUKHOBEHUU JIIOOBIX COOEB HA TAHETU KOMMYTAaTOpa 3arOPUTCS UHAUKATOP cOOS 1
Ha peJie B TO ke BpeMsi Oy/IeT MmoJiaH CUTHAJ.

Fault Alarm

Power Failure

Clpwr 1 Clpwr 2
Port Link Down/Broken
CJport.o1 [Jport.02
Clport.03 [lport.04
[Clport.os [lport.06
Clport.07 Clport.0s

Puc. UnTepeiic onosermenus o coboe
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B Ta6J'II/IH€ OITMCaHbl OCHOBHBIC ITOJIA:

IToae

Onucanue

Power Failure

Otmersre PWR1 nnu PWR2 niis MmonuTOoprHra nutanus

Port Link OtMeTsTe NOPTHI ¢ 1 1O & 11 MOHUTOPHHTA
Down/Broken p o p

Apply Haxxmute Apply, 4T0OBI IPUMEHUTH HACTPOUKH
Help ITokazaTh cipaBKy

5.1.11.2. CucreMHble coObITUA

Onogemenue Ob1BaeT: 1. Uepes xypHan coobiTuii 2. [To e-mail. Bol MoxkeTe oTcexxuBaTh
COOBITHSI TOMOIIBIO0 BEIOPAHHBIX CIIOCOOOB OIOBEIICHHUS

Hacrpoiika xypHaja coObITHI

SYSLOG - 310 mpoTOKOII TIepeavun YBEIOMIICHHH 0 COOBITHSAX Yepe3 ceTb. OOpaTuTech K
RFC 3164 — IIpotokon BSD SYSLOG

System Warning - SYSLOG Setting

SYSLOG Mode Dizable W
SYSLOG Server IP &address

[ Apply ” Help ]

Puc. UnTepdelic HacTpoiiku xypHaiza cOObITHI

B Ta6J'II/II_Ie OIIMCaHbl OCHOBHBIC ITOJIA:

IMoue Onucanue
e Pexumsl SysLog
e Disable: otkmouenne SYSLOG

Syslog Mode e Client Only: Benenue JI0KaJbHOTO MPOTOKOJIA
o

Server Only: Benenue npotokona Ha ynanéaaoMm SYSLOG
cepBepe
e Both: o0a Bapuanra

Syslog Server IP Address | IP agpec SYSLOG cepsepa

Apply

Haxwmure Apply, 4ToOBI IPUMEHUTH HACTPOUKH

Help

[TokaszaTe cpaBKy
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Hacrpoiika SMTP

SMTP — 310 mpocToii MPOTOKOJ Mepeaadd MOYThl. DTO MPOTOKOJ s mepemadn e-mail
yepe3 Internet. O6parurech k RFC 821

System Warning - SMTP Setting

E-mail Alert : [Disavle v

SMTP Server Address

Sender E-mail Address

Mail Subject

authentication

Recipient E-mail Address 1

Recipient E-mail &ddress 2

Recipient E-mail Address 3

Recipient E-mail Address 4

Recipient E-mail Address S|

Recipient E-mail Address 6

[ Apply ][ Help ]

Puc. Unrepdeiic nHactpoitku SMTP

B Ta6J'II/IH€ OIIMCaHBbl OCHOBHBIC ITOJIA:

IToae

Onucanue

E-mail Alarm

BKJTIOUNTH WK OTKITIOYMTH TEepeady OnoBeleHuid cucteMsl mo E-Mail

Sender E-mail Address

IP agpec SMTP cepsepa

Mail Subject

Tema nucrma

Authentication

e Username: uMs 1oyib30BaTeNs
e Password: mapoib
e Confirm Password: noBropute naposp

Recepient E-mail

E-Mail agpec nonyuarens. [lonnepxusaer 10 6 nomydarenei mo

Address Hovre.
Apply Haxwmure Apply, 4ToObI NPUMEHUTH HACTPOUKH
Help [Toka3zaTh cripaBKy
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Br16op coObITHIi

Syslog 1 SMTP — nBa croco6a omoBemieHus1, MOAIEpKUBAtOIIUXCs cucteMoil. [IpoBepbTe
COOTBETCTBYIOLIEE I10JIe, YTOOBI BKJIKOYUTH CIIOCOO ONOBEIIEHUS O CHCTEMHBIX COOBITHSX,
KOTOPBII BBl XOTHTE BHIOpaTh. OOpaTuTe BHMMAaHHUE, YTO HENb3sS IMOCTABUTh TANOYKY €CIU
SYSLOG nnu SNTP oTkiroueHsl.

System Warning - Event Selection
System Event

Event SYS5LOG SMTP
System Cold Start

Power Status

SHMP Authentication Failure

0-Ring Topology Change
Port Event

Part Mo, SYSLOG SMTP

Port.01

Part.02

Port.03

Port.04

Part.05

Port.0&6

Part.07

Port.08

Puc. Unarepdetic Beibopa coObrTnii

B Ta6J'II/II_Ie OIIMCaHbl OCHOBHBIC ITOJIA:

TToae Onucanue

System Event

System Cold Start OmnogeneHne npy nepe3anycke CHCTEMBI

Power Status OnoBerieHre Mpy MOJKIIOYESHUH WU OTKIIIOUEHUH MMUTAHUS

SNMP Authentication Failure | Onoseruenue npu ommndke SNMP ayrentudukanmun

Sy-Ring topology change OrmoBelieHre Mpy U3MEHEHHH B Tonosoruu Sy-Ring
e  OTKIIOYEHO
Port Event e BxiroueHue nopra
e OTkirOUEHHE MopTa
e BxitoueHue U OTKIIOUEHHE TOpTa
Apply Haxwmure Apply, 4yToOBI IPUMEHUTH HACTPOUKH
Help [Toka3zath cripaBKy
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5.1.12. MOHUTOPUHI U ANArHOCTUKA

5.1.12.1. Tabnuua MAC agpecoB
O6parutecy k IEEE 802.1 D Cekmus 7.9. Tabmuma MAC anpecoB ompenenser, Kyaa
naHHbIA (peiim ¢ nanasiMa MAC agpecaMu OTHpaBiIeHUs U Ha3HAYCHUs Oy/I€T OTIPABJICH.
MAC Address Table

Port No : [Fortol |+
Current MAC Address

-

-

Dynamic Address Count: 0
Static Address Count: 0

[ ClearMAC Table || Help |

Puc. Tabmuma MAC agpecoB

B Ta6J'II/II_Ie OIIMCaHbl OCHOBHBIC ITIOJIA:

TToae Onucanue

Port NO IToxazate Bce MAC anpeca, KOTOpbIE COOTBETCTBYIOT JAHHOMY HOPTY

Clear MAC Table | Yaamuts Bce MAC aapeca u3 TaOIUIIbI

Help [Toka3atb cpaBKy

5.1.12.2. Nepuop ctapeHusa MAC agpecoB B Tabnuue

Bbl MoxeTe ycraHOBUTH Taiimep mepuoaa HaxoxaeHus MAC aapecoB B Tabmurne. Ilo
HCTEUCHUU BpeMeHHU Heucnoib3oBaHHbie MAC anpeca Oyayt ynanensl u3 tabmuisl. SWMG-

44(SFP)GC-W Ttakke mojmepkuBaloT (QYHKIHIO aBTOMarudeckoro copoca MAC anapecoB B
Ta0JINIIE TIPH TTOJIKITFOUECHUH TTOPTOB.
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MAC Address Aging

MAC Address Table Aging Time: (0~3825) féﬁb‘ 7 jsecs
[]Auto Flush MAC Address Table When Ports Link Down

| Apply | | Help |

Puc. Unrtepdeiic MAC Address Aging

B Ta6JII/IIIC OIIMCaHbl OCHOBHBIC ITOJIA:

IToJsie Onucanune

MAC Address Table

Aging Time: (0 to 3825) ¥ CTaHOBHTE TaitMep

Auto Flush MAC

Address Table when [TocTaBbTe ragovKy, YTOObI BKIOYUTH (QYHKIIUIO
ports link down

Apply Haxxmute Apply, 9T00BI COXpaHUTH HACTPOHKHU

Help [Toka3zaTp cripaBKy

5.1.12.3. CtatucTUKa nopToB

DTa cTpaHuila 0TOOpaKaeT TeKYIYI CTATUCTUKY Ha BCEX MOpTax.

Port Statistics

Port [Type |Link [state |08 0R B e eot. [oackos packer foaticon
Port.01|1000Tx|Down|Enable 0 0 0 0 0 0
Port,02(1000TX |Down|Enable 0 0 0 0 0 0
Port.03(1000TX| Up |Enable| 5873 0 10521 0 0 0
Port.04(1000TX |Down|Enable 0 0 0 0 0 0
Port.0S| SFP |Down|Enable 0 0 0 0 0 0
Port,06| SFP |Downl|Enable 0 0 0 0 0 0
Port.07| SFP |Downl|Enable| O 0 0 0 0 0
Port.08| SFP |Downl|Enable 0 0 0 0 0 0

[ Clear ][ Help ]

Puc. UnTepdeiic craTUCTUKN TTOPTOB
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B Ta6J'II/IH€ OITMCaHbl OCHOBHBIC ITOJIA:

IToae Onucanue

Type IToka3aTh CKOPOCTH IIE€PENaYH JaHHBIX U TUI HOCUTEJIS
Link ITokaszaTh cTaTyc COeTUHCHHUS

State CocTosiHiE OPTOB: BKIKOYEHBI MJIH OTKIKOUYCHEI

TX Good Packet KonnyecTBO KOppEKTHBIX TAKETOB, OTIPABIICHHBIX Y€PE3 ATOT IMOPT

TX Bad Packet KonnyecTBO OUTHIX MAKETOB, OTIPABICHHBIX YePe3 3TOT MOPT

RX Good Packet | KoiaruecTBO KOPPEKTHBIX ITAKETOB, MOJYYCHHBIX Yepe3 ATOT MOPT

RX Bad Packet KomnndecTBo OUTHIX MAaKETOB, MOJIYYEHHBIX Yepe3 ITOT MOPT

TX Abort Packet | Kosm4ecTBo makeToB, OTOPOIICHHBIX HA 3TOM TOPTY

Packet Collision KosuuecTBO 00HAPYKEHHBIX KOJTH3HI
Clear OuKcTHTH BCE MOKA3aTeNn
Help [Toka3aTh CIpaBKy

5.1.12.4. MOHUTOPUHI NOPTOB

MOHUTOPHUHT IOPTOB MOXKET OCyIIECTBIAThCS 3a ucxoaaumm (TX), Bxopsamum (RX) unu u
TeM U Japyrum TpadgukoMm. TX MOHHUTOPHUHI KONUPYIOT JaHHbIE, KOTOpPbIE HUCXOAAT U3
BbIOpanHOro ucxogHoro TX mopra (source port) Ha BbeIOpaHHBIH TX mopt HazHaueHus. RX
MOHMTOPHHT TaKX€ KOMUPYET JAaHHbIE, BXOAIIUE B BBIOPAaHHbBIE HCXO/IHbIE MOPTHI U OTIPABIISET
UX Ha BbIOpaHHBIM MOpT HazHaueHUs. OTMETHM, YTO JAaHHBIE TOJBKO KOMUPYIOTCS, BCE KaJpbl
TaKKe YXOJAT K aJpecaTy, KOTOPOMY OHHM IPEIHA3HAYAIIUCH.

Port Monitoring

S Destination Port Source Port
RX T RX T

Port.01 ® O | ]
Port.02 O @) Ol O
Port.03 @) @) O O
Port.04 @) @) O ]
Paort.0s @) O O O]
Port.06 @) O Ol O
Port.07 ®) O O O]
Port.08 O ®) [l ]

Apply Help

Puc. Untepdelic MOHUTOpHHTA TIOPTOB
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B Ta6J'II/IH€ OITMCaHbl OCHOBHBIC ITOJIA:

Ione Onucanue

Destination Port | TTopT mosyuut Konuio gpeiiMa oT MopTa OTIHPABUTEIIS ISl MOHUTOPUHTA
Source Port MonuTtopunr nopta. [ToctaBbTe rasiouky Ha TX wim RX

X Bxopsmue nanasie

RX Ucxongmnine nangesie

Apply Haxxmute Apply, 4T00BI IPUMEHUTH HACTPOUKH

Clear OuncTtuTh Bee noutst (OTKIFOUCHUE (PYHKITMM MOHUTOPHHTA)

Help [Tokazate cpaBKy

5.1.12.5. XXypHan cobbiTnn

Ecau BKIIIOYEHO BeJICHHE JTOKAJILHOTO JKypHaJia, TO OH IOSIBUTCS B 3TOHU Ta6n1/1ue.

System Event Log

2odan 1 014942 5Y5L0G Server 19216831066 =
1:Jan 1 01:49:4%2 : 8Y5L0OG Enablel

Fage 1 |«

Feload H Clear H Help ]

Puc. UnTepoeiic xypHana coObITUI
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B Ta6J'II/IH€ OITMCaHbl OCHOBHBIC ITOJIA:

IMone Onucanue

Page BriOepuTe HOMEp CTpaHMIIBI )KypHAJIa

Reload OTobOpakeHne MOCIeTHUX COOBITHI M OOHOBJICHUS ATOW CTPAHHUIIBI
Clear OYHCTHTD KypHAI

Help [Tokasark crpaBKy

5.1.13. SFP MoHuTOpUHr

SFP wmoayns, mnopaepxwuBarommii ¢yHkuuio DDM, mo3BoisieT  KOHTPOJIMPOBAThH
TEMIIEPATYPY YCTPOHCTBA M YIPABISATH OMOBEIICHUSAMU O coObITHsX yepe3 DDM WEB.

SFP Monitor

A NA

Warning Temperature : |75 *C(0~100)
Event Alarm : [#lsysleg [#lsuTP

[.L.ppl;.-'][ Refresh ]

Puc. SFP Monutopunr

B Ta6J'II/II_Ie OIIMCaHbl OCHOBHBIC ITOJIA:

IToute Onucanne

Warning VYkazaTb TeMiieparypy, pu JOCTHKEHUH KOTOPOH OyJeT OTIPABIIEHO
Temperature npeaynpexaecHue

Event Alarm Bri6pats cioco6 onosemnienust (KypHai coObiTuit uinu SMTP)

5.1.14. CoxpaHeHue KoHduUrypaumm
HpI/I JMIO0OBIX HM3MEHEHHUAX HAaCTPOCK HYXHO HAXATb «COXpaHeHI/IC HACTPOCK», YTOOBI

COXpaHWMThb TEKyIIMe JaHHble HacTpoek B mocTtosHHylo flash-mamsare. HMuaue, Tekymue
HACTPOWKHU OYAYT ylaleHbl IPH BBIKIIOUEHUH WM TIepe3arpy3Ke CUCTEMBI.
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Save Configuration

[ Save ][ Help ]

Puc. Coxpanenue koHpurypanuu

B Ta6J'II/IH€ OITMCaHbl OCHOBHBIC IT0JIA:

Ioue Onucanue
Save CoxpaHUTb BCe HACTPOUKH
Help [Toka3zatb cpaBKy
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6. KomaHgHasa cTpokKa

6.1. YnpaBneHue ¢ NOMOLWbLIO KOMAaHAHOW CTPOKMU

Kpome web-ynpasnenus, SWMG-44(SFP)GC-W Ttaxke MOMACPKUBAIOT YIPABJICHHE C
MOMOIIBI0 KOMaH/IHOM CTPOKU. BbI MOXkeTe ncnoiap3oBaTh KOHCONb i Telnet s ynpasieHust
KOMMYTaTOpPOM.

YnpasJ/ieHue ¢ NOMOIIbI0 KOMAaH/IHOW CTPOKH Yepe3 Mocjae10BaATeIbHbII KOHCOJIbHbINH RS-
232 nopt (9600, 8, none, 1, none)

J1s1 HacTpOMKHM ¢ TOMOIIBIO TTOCIIEIOBATEIBLHOTO KOHCOIBHOTO RS-232 nmopra ucnomnes3yiite
kabenp RJ45 k DB9-F (DB-9 «mamay), 4TOOBI MOIKIHOYUTH KOHCOJMBHBIH RS-232 mopt
kommyTtaropa ¢ COM nopToM Ballero KOMIbIOTEPA.

Jlis TOro, yToOB! MOTYYUTH AOCTYII K KOHCOJIM Yepe3 nocienoBatesbHblii RS-232 kabens:

lar 1. Ha pabouem cronme Windows Bwioepute Ilyck > Ilporpammer > CrangapTHbie >
Cgs3b > Hyper Terminal

@ Accessibility

- - s Y 3
'E Communications & HyperTerminal

@ Metwork Time Protocol  » (@1 Network and Dial-up Connections
@ System Tools 4 @ HyperTerminal

Ej Acrobat Reader 5.0

) Address Book

B8 Calculator

B¥ command Prompt

Q NetTime

@ Motepad

Windows Update % Paint
@ Windows Explorer

s » @ WordPad
@ MNetwork Associates  »
Documents » (33 startup »
& Internet Explorer
@ Outlook Express

ies

Programs

Settings

Search 4
Help

Run...

Shut Down. ..

MOo>KHO UCTIOIb30BaTh JIFOOOH APYroi SMyIIsATOp TEPMUHANA, TaKOH Kak Putty.

Iar 2. Beegure nMs 1T HOBOT'O COEIMHEHUSI
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I Vi New Connection - HyperTerminal - = =10f x|

File Edit Yiew Call Transfer Help

|

Connection Description _'7151

% New Connection
|

Enter a name and choose an icon for the connection:

Name:

Icon:

0K | Cancel |

Disconnected |Auto detect  |Auto detect [seroll  [cAPS  [num [Capture  [Print echo

Hlar 3. Beibepute Homep COM nopra Juist €ro UCIOIb30BaHUS

& termnial - HyperTerminal B — .=J.g.|l|

File Edit View Call Transfer Help

% termnial

Enter details for the phone number that you want to dial:

Country/region: ITaiwan [886) _'_I

Area code: 12

Phone number: |

Connect using: (ST
0K I Cancel I

o

Disconnected |auto detect  |Auto detect SCROLL  [CARS [Num  [Capture  [Print echo

www.symanitron.ru 71




m PykoBoacTtBo nonb3oBaTtena SWMG-44(SFP)GC-w

[Iar 4. Hacrpoiika cBoiictB COM mnopta. 9600 nnst OUT B CEKyHIy, 8 Uisi OUT JaHHBIX,
None Jyist 4eTHOCTH, | JJIs CTOMOBBIX OMTOB U NONE AJIsL YIPABICHUS ITOTOKOM.

%, HynerTerming o ] ]
. 21 ==
|: Fort Settings ]
i =
Bitz per second: JSBDD LJ
Data bits: 18 L]
Parity: ]None L]
Stop bitg; ]1 L]
Flow contral; 1None _'_]

Restore Defaults

ok | Caneel | g |

|Disconnected |Auto detect |Auta detect |SCROLL [Cars om

L]

[lar 5. ITosBUTCS OKHO BXOJia B cUCTeMy. BBeauTe vMs MoJib30BaTeld U Mapoib (Mapoib
Takoi ke, kak u st Web Opaysepa), 3aTeM HaxxMuTe enter.

0= 3 @E

SWMG-44GC-w

User Hame
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Ynpasiaenue yepe3 Telnet

[Tonb30BaTeny MOTYT HCIIONB30BaTh Telnet s HaCTPOMKU KOMMYTaTOPOB.

3HaueHUS 11O YMOJIYaHHIO:

IP ampec: 192.168.10.1

Subnet Mask: 255.255.255.0
Default Gateway: 192.168.10.254
User Name: admin

Password: admin

Ji1s Toro, 4TOOBI MOJIYYUTh AOCTYI K KoHcouu Telnet:

Hlar 1. HaGpats telnet *IP agpec xommyraropa* m3 KoMaHAHOH cTpoku windows (WiH
m000# aHaor)

Run 2 x|

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you,

Open: | telnet 192.168.10.1 ~|

| OK l Cancel I Browse... I

[ar 2. [TosiBUTCS OKHO BXOJa B cUCTeMy. BBenuTe muMs Mojp30BaTesss U mapoib (mapoib
Takou ke, kak u it Web Opaysepa), 3aTeM HaXMUTE enter.

. Telnet 192 168 101

SWMG-44GC-w

GConnand Line Interface

Uzernane :

Pazsword @
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YpoBeHb KOMaH]

Pexumbl Hocryn Crpoka BBoga | Beixoa O pexxume
Yucao koMaHI,
JOCTYIHBIX B PEXKUME
M0JIb30BaTENS,
OTPAaHUYEHO.
Hcnons3yiiTe 310T
Haunute pabot . Beenute logout
User EXEC P Y | switch> AT 9 PEXKUM IS
C KOMMYTaTOpOM uim quit. .
e Bxopa B n1pyrou
pexXUM
e OtoOpakeHHs
UHpOpPMALIUHU O
cucreme
[IpuBnnerupoBaHHbIN
Beenure pEXKUM.
KOMaHAay enable, Ucnonsayercs ais:
. Korja . e [Ipocmotpa
Privileged . . Beenute disable poCMOTPa
M10JIb30BaTEb switch# pa3BEPHYTOM
EXEC U1 BBIXOJA
HaXOJUTCS B UHpOpPMALIUHU O
pexume User cucreme
EXEC ® COXpaHEHMUs
HACTPOEK
Hcnons3yitte 310T
Beenure Jns BeIXOA B yu
PEXUM, YTOOBI
Global KOMaH1y NPUBUIICTUPOBAHH
. . . . . - HaCTPOUTh
configurati | configure, switch(config)# | brit pexum,
. napameTpsbl,
on HaXOJsICh B BBeuTE eXIt win HOIMCHAONIHECS Ko
Privileged EXEC end P o
BCEMY KOMMYTaTOpY
Beenure o
Jns BeIXOAA B Ucnomnp3yiiTe 3TOT
KoMaHny vlan
VLAN . NPUBUIIETUPOBAHH | PEXXUM YTOOBI
database, switch(vlan)# .
database BII PEXKUM, HACTPOHTH
HAXOIUICE B BBequTe exit napameTpsl VLAN
Privileged EXEC PameTp
Beeaute JI1s BBIXOOA B
KOMaH lobal .
. y glob . Hcnons3yitte 310T
interface (c configuration
Interface . . PEXUM, YTOOBI
: .| BBIOpaHHBIM switch(config- mode,
configurati . : . HACTPOHTH
uHTepdeiicom), if)# BBeAMTE eXit.
on napametpsl Ethernet
HaXOJSICh B st BeIXOJA B
. MOPTOB.
pexxume global privileged EXEC
configuration end.
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CumBon YPOBHA KOMaH/IbI

Pexum CuMBO0J1 YPOBHSI KOMaH/IbI
User EXEC E
Privileged EXEC P
Global configuration G
VLAN database \Y

Interface configuration

6.2. Cnncok KomaHA - CUCTeMHble KOMaHAbI

KOMMYTATopa

Komananl
SWMG- YpoBenb | Onncanune Ipumep
44(SFP)GC-W
show config E Hoxasars HacTpoikn switch>show config

[Tokazate uHGOpPMAIHUIO O

[System Name]

show terminal P switch#show terminal
KOHCOJIA
, CoxpaHUTh HACTPOMKH Ha ) .
write memory P P P switch#write memory
noctostHHY0 mamsTh (Flash)
system name ) .
y G Vka3zaTh UM CHCTEMBI switch(config)#system name xxx

system location G
[System Location]

VYka3aTb MECTOIOJIOKECHUE
KOMMYTaTopa

switch(config)#system location xxx

system description
[System G
Description]

VYka3arb onucaHue
KOMMYTaTopa

switch(config)#system description
XXX

system contact G
[System Contact]

VYka3aTeh cBsI3aHHEBIE C
KOMMYTaTOPOM KOHTAaKTbl

switch(config)#system contact xxx

[Toka3zats nHpOpMaLIHIO O

show system-info E CHCTeME switch>show system-info
i[p adgl(;ess 1 H IP switch(config)#ip address
Ip-address actpouTts IP agpec
[Subnet-mask] G KOMMYTATODA 192.168.1.1 255.255.255.0
[Gateway] 192.168.1.254
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3aBOACKHUX

ip dhcp E;f;jg“ ynxumio DHCP switch(config)#ip dhcp

show ip ITokasats IP xommyTaTopa switch#show ip

no ip dhep Brixiarounte DHCP switch(config)#no ip dhcp

reload BrmonsuTs «xononnyio» switch(config)#reload
repe3arpysKy

default COpocHTs HacTPOHKH A0 Switch(config)#default

admin username
[Username]

N3MeHuTh NMs
II0JIb30BATEIISI
aAMUHHCTpaTOpa (MAaKCUMyM
10 cumBOJIOB)

switch(config)#admin username
XXXXXX

admin password
[Password]

Ykazarp nmaposb
aJMUHUCTpaTOpa (MaKCUMyM
10 cuMBOJIOB)

switch(config)#admin password
XXXXXX

show admin

ITokazaTe uapopmaruio 06
AJIMUHHUCTPATOPE

switch#show admin

dhcpserver enable

Bxmrounte DHCP cepsep

switch(config)#dhcpserver enable

dhcpserver lowip
[Low IP]

Hacrpouts HauanpHbIi [P
anpec mis nyna [P agpecos

switch(config)# dhcpserver lowip
192.168.1.1

dhcpserver highip
[High 1P]

Hacrpouts xoHeunsiii [P
anpec mis nyna [P agpecos

switch(config)# dhcpserver highip
192.168.1.50

dhcpserver
subnetmask
[Subnet mask]

VYka3aTb MacKy MOACETH sl
DHCP xnunenTOB

switch(config)#dhcpserver
subnetmask 255.255.255.0

dhcpserver
gateway
[Gateway]

VYxkazare nuro3 st DHCP
KJIMEHTOB

switch(config)#dhcpserver
gateway 192.168.1.254

dhcpserver dnsip
[DNS IP]

Vkazarts [P agpec DNS
cepsepa aist DHCP
KIINCHTOB

switch(config)# dhcpserver dnsip
192.168.1.1

dhcpserver
leasetime
[Hours]

Hactpouts Bpems, Ha
Kotopoe Bbiaercs [P anpec
(B yac)

switch(config)#dhcpserver
leasetime 1

76

WWwWWw.symanitron.ru




SrANTROY

PykoBoacTtBo nonb3oBatenss SWMG-44(SFP)GC-w

dhcpserver
ipbinding
[IP address]

VYkazarb crarudeckuu 1P minsa
DHCP xnuenToB Ha
OIIPEIEIEHHOM IIOPTY

switch(config)#interface
fastEthernet 2
switch(config-if)#dhcpserver
ipbinding 192.168.1.1

show dhcpserver
configuration

IToxazare HacTpoiiku DHCP
cepBepa

switch#show dhcpserver
configuration

show dhcpserver
clients

ITokazare mauusie 0 DHCP
KJIMEHTaX

switch#show dhcpserver clinets

show dhcpserver
ip-binding

IToka3zats nHpOpMaLIHIO O
HazHauyeHHbIX yepe3 DHCP
IP anpecax

switch#show dhcpserver ip-
binding

no dhcpserver

Otxmounts DHCP cepsep

switch(config)#no dhcpserver

security enable

Bxmtounts 3amury IP

switch(config)#security enable

seGcurity http

Bxmrounts IP 3amuty HTTP
cepsepa

switch(config)#security http

sePcurity telnet

BxrounTts [P 3amuty telnet
cepsepa

switch(config)#security telnet

security ip
[Index(1..10)] [IP
Address]

OrnpenenuTtb CHCOK
oe3onacHbix IP

switch(config)#security ip 1
192.168.1.55

show security

[TokazaTe undopmaruio o
nosepeHHsbIX [P agpecax
YCTpOMCTBA

switch#show security

no security

OtxmounTts pyskuro [P
0€301acHOCTH yCTpOCcTBa

switch(config)#no security

no security http

OtkirounTs [P 3amuTy Ha
HTTP cepsepe

switch(config)#no security http

no security telnet

OtkirounTs [P 3amuTy Ha
telnet cepBepe

switch(config)#no security telnet

6.3. Cnucok KoMmaHA — KOMaHAbl NOPTOB

Komananl
SWMG-44(SFP)GC-W

YpoBensb | Onucanue

ITpumep

interface fastEthernet
[Portid]

Bri6epute mopt st
HACTPOWKHU

G

switch(config)#interface
fastEthernet 2
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BriOpath mymiekcHbIi

switch(config)#interface

MOPT HE SIBJISIETCS
rUraOuTHBIM.

duplex esirn DaGoTEL s Fast fastEthernet 2
[full | half] FE’themeIt’ s switch(config-
ify#duplex full
YKasats, CKOpOCTh padoTe! switch(config)#interface
speed nopta. CKOpOCTb HE MOXKET fastEthernet 2
[10[100]1000]auto] Obirs pagia 1000, ecom switch(config-if)#speed

100

flowcontrol mode
[Symmetric|Asymmetric]

Hacrpoiika koHTpOJIA 32
IIOTOKOM.

switch(config)#interface
fastEthernet 2
switch(config-
if)#flowcontrol mode
Asymmetric

no flowcontrol

OTKIIIOYUTH KOHTPOJIS 32
MTOTOKOM

switch(config-if)#no
flowcontrol

security enable

BxutrounTs 3ammry
uHTepdeiica

switch(config)#interface
fastEthernet 2
switch(config-
if)#security enable

no security

OTKIIIOYUTD 3aILUTY

switch(config)#interface
fastEthernet 2

uHTepdeiica switch(config-if)#no
security
BKITOUHTS pesM switch(config)#interface
. fastEthernet 2
bandwidth type all EgpaggT‘iﬂ E};Ezl\[f;l;dice” switch(config-
AIPOB P if)#bandwidth type all
BxitounTh pexum switch(config)#interface
. 00pabOTKH BXOISATITIX fastEthernet 2
E?(r)];j(\jl\(l:ladsir-]n?ﬁl)ficas t KaJpoB “TIPUHUMATH switch(config-
flooded-unicast [IMPOKOBEIIATEIILHBIC, if)#bandwidth type
rpynmnoBbie u u30bIToYHble | broadcast-multicast-
OJTHOAJIpECHBIE” flooded-unicast

bandwidth type
broadcast-multicast

Bxirouuts pexum
00pabOTKH BXOIAIINX
KaJIpoB “IIpUHUMATH
HIMPOKOBEIIATEIbHbIE U
IpYNIOBbBIE”

switch(config)#interface
fastEthernet 2
switch(config-
if)#bandwidth type
broadcast-multicast
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bandwidth type
broadcast-only

BxirounTs pexum
00pabOTKH BXOISIIINX
KaJpoB “PUHUMATH TOJIBKO
LIMPOKOBEIIATEIbHBIE”

switch(config)#interface
fastEthernet 2
switch(config-
if)#bandwidth type
broadcast-only

bandwidth in
[Value]

VYKa3arb BXOAAIIYIO
MIPOITYCKHYIO CTIOCOOHOCTb.
NHTtepBan ckopocTu — OT
100 xOut/c mo 102400
KOUT/C 11t THTAOUTHBIX
noptoB., u 0 - 6e3
OTpaHUYCHUM.

switch(config)#interface
fastEthernet 2
switch(config-
if)y#bandwidth in 100

VYkazaTh UCXOASUIYIO
IIPOIYCKHYIO CIIOCOOHOCTb.
HNHuTtepBan ckopoctu — OT

switch(config)#interface

[Enable | Disable]

OTKJIFOYHUTH HOpT, BBCOIUTC
disable.

bandwidth out 100 k6uT/c 10 102400 fasf[Ethernet_Z
[Value] kOut/c wim 256000 kOut/c switch(config-
if)#bandwidth out 100
JUIs1 TUTAOUTHBIX TIOPTOB, U
0 - 6e3 orpaHUYCHHIA.
switch(config)#interface
. [Toka3zath orpannycnus Ha | fastEthernet 2
show bandwidth . =
poIycKHyIo crocoonocts | switch(config-if)#show
bandwidth
Omnpenenutsb cratyc paboter | Switch(config)#interface
state Ethernet moptoB. UToObI fastEthernet 2

switch(config-if)#state
Disable

show interface
configuration

ITokazaTe HacTpOWKHM NOpTa

switch(config)#interface
fastEthernet 2
switch(config-if)#show
interface configuration

show interface status

[Tokazatp (hakTHUeckoe
COCTOSIHUE 1OPTa

switch(config)#interface
fastEthernet 2
switch(config-if)#show
interface status

show interface
accounting

Ilokazath CTaTUCTUKY ITOPTa

switch(config)#interface
fastEthernet 2
switch(config-if)#show

no accounting

OYnCTUTH CTaTUCTHUKY

switch(config)#interface
fastEthernet 2
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switch(config-if)#no

accounting
6.4. CnucokK KOMaHA, — KOMaHA, TPaHKOB
KoManapl
SWMG- Yposens | Onucanue Ipumep
44(SFP)GC-W
aggorﬁ%ator G OnpeaenuTs IPHOPUTET IS switch(config)#aggregator
F1t065g35] TpaHKa priority 22
aggregator . .
activityport G OnpeaenuTh aKTUBHBINA TIOPT sw!tc_h(conflg) #aggregator
[Port Numbers] activityport 2
Ha3snauuts rpymnmy arperupyemsix
noptoB LACP
aggregator [GroupID]: or 1 10 3
[Port-list]: cniucok mopToB B B . .
group FOVILTe. DTOT HADAMETD MOsKeT switch(config)#aggregator
[GrouplD] pyrme. P P group 1 1-4 lacp workp 2
[Port-list] G ObITH IMANA30HOM (Hanpumep, 1- or
lacp 4) nau nepeuncaenuem (2, 3, 6) switch(config)#aggregator
[Workport]: KoiuuecTtBo
workp group 2 1,4,3 lacp workp 3
[Workport] paGoyux MOPTOB, 3HAYECHH E
P HAOJIKHO ObITH He MeHbIe 0 nian
00Jib1IIe, YEM KOJIUYECTBO MOPTOB
B Ipynime
Haznauuth cratndyeckyro
aggregator TPaHKOBYIO IPYIIITY switch(config)#aggregator
group [GrouplD]: 1-3 group 1 2-4 nolacp
[GroupID] G [Port-list]: cnucok mopToB B B | WK
[Port-list] rpynime. JTOT HapamMeTp MOKeT switch(config)#aggreator
nolacp ObITH Auanma3zoHoMm (Hampumep, 1- | group 1 3,1,2 nolacp
4) uu nepeyunciieHuem (2, 3, 6)
ESihow P [Tokazate uHpOpMAITHIO 00 switch#show aggregator
ggregator arperupoBaHHBIX MOPTAX
Ina% aggregator G Otxmrounth Gynkuo LACP s | switch(config)#no
G foupl D] arperupoBaHHON IPYIIIBI aggreator lacp 1
no aggregator G VY nanuth arperupoBanHyto rpymmny | Switch(config)#no
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group
[GrouplD]

aggreator group 2

6.5. Cnncok komaHg — komaHabl VLAN

KomaHabl

SWMG- YpoBens | Onucanue IIpumep

44(SFP)GC-W

vlan database P Bxon B pexxum HacTpoiiku VLAN switch#vlan database
switch(vlan)# vlanmode
802.1q

vlan \Y Br16op pexxuma VLAN WIn

[8021q | gvrp] switch(vlan)# vlanmode
gvrp

no vlan Otxiounth rpynny VLAN (1o .

[VID] \ VID) switch(vlan)#no vlan 2

no gvrp \ Otxrounts GVRP switch(vlan)#no gvrp

IEEE 802.1Q VLAN

vlan 80219 port
[PortNumber]

Haznaunts VLAN noprty. Oty
KOMaHAy HEJIb3s1 IPUMEHUTB, €CIIU

switch(vlan)#vlan
802.1q port 3 access-

: Vv o |
access-link untag HOPT NPUHAIISKUT K arperupyemoit | link untag 33
[UntaggedVID] rpyrie
switch(vlan)#vlan
Hasunauuts TpankoBoe coequnenune | 8021q port 3 trunk-link
vlan 8021q port st VLAN uepes nopt. 9Ty tag 2,3,6,99
[PortNumber]
trunk-link tag \% KOMAH/y HEJIb3sl IPUMCHHTh, CII | HIIH
: NOPT IMPUHAISKUT K arperupyemoit | switch(vlan)#vlan
[TaggedVID List] PT TP peripy .
rpyrre 8021q port 3 trunk-link
tag 3-20
switch(vlan)# vlan
\[/I!’%r:‘tilojr:thbsl?]rt Hasuauuts rubpuanoe coenunenne | 8021q port 3 hybrid-
- it VLAN uepes moprt. Oty link untag 4 tag 3,6,8
hybrid-link untag
[UntaggedVID] \ KOMAHJIy Hellb3sl IPUMEHHTD, CCII | HJIH
ta MOPT NMPUHAIUICKHT K TPAHKOBOU switch(vlan)# vlan
[T% edVID List] rpymme 8021q port 3 hybrid-
99 link untag 5 tag 6-8
vlan 8021q \Y Haznaunts VLAN arperupyemoit switch(vlan)#vlan
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aggreator
[TrunkID]
access-link untag
[UntaggedVID]

rpymrme

8021q aggreator 3
access-link untag 33

switch(vlan)#vlan

vlan 8021q 8021q aggreator 3

aggreator Hasunauuts TpankoBoe coequnenue | trunk-link tag 2,3,6,99

[TrunkID] \ s VLAN depe3 arperupyeMyro or

trunk-link tag rpyImmy switch(vlan)#vlan

[TaggedVID List] 8021q aggreator 3
trunk-link tag 3-20
switch(vlan)# vlan

vlan 8021q 80219 aggreator 3

aggreator hybrid-link untag 4 tag

[PortNumber] Hasnauuth rubpuanoe coeaunenue | 3,6,8

hybrid-link untag \ it VLAN depe3 arperupyeMyro or

[UntaggedVID] rpyImmny switch(vlan)# vlan

tag 8021q aggreator 3

[TaggedVID List] hybrid-link untag 5 tag
6-8

show vlan [VID .

or VID] \Y [Tokazate uapopmaruio o VLAN switch(vlan)#show vian

show vlan

23

6.6. Cnncok kKomaHpa - KomaHAabl Spanning Tree

Komanabl

SWMG- YpoBensb | Onucanue IIpumep

44(SFP)GC-W

spanning-tree G Brmounts STP switch(config)#spannin

enable g-tree enable

lsoe?grrim;;g-tree G Hactpouts mapamerpbl switch(config)#spannin

[0t061440] npuopureroB STP g-tree priority 32767
3aiaTth UHTEPBAJL, YePE3 KOTOPBIN

spanning-tree SZ;II}-IIZBO;? ;:;:EZCE;;WHZ{H o switch(config)#

max-age G spanning-tree max-age
ocTtansHBIM. Ecnu KOMMYTATOp HE

[seconds] 15

noyaut BPDU coobmenne ot
KOPHEBOT'O KOMMYTATOpa 3a JaHHBIN
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UHTEPBaJ, OH HHUIHAIU3UPYET
nepecrpoeHue aepesa STP.

spanning-tree
hello-time
[seconds]

Hcmons30BaTh KOMaHay IJIA

u3MeHeHHs nHTepBasia mexxay hello
BPDU

switch(config)#spannin
g-tree hello-time 3

spanning-tree
forward-time
[seconds]

Onpez[eJmTe JIUTCIIbHOCTh CTaAu

OKHUJaHHuA U1 JIOTMYCCKOro JACpeBa.

OTa cTagus onpeaesser
JUTATEIIBHOCTD CTaaui
MIPOCITYIIUBAHUS U O0OY4YCHHUS,
KOTOpPBIE NPEAIIECTBYIOT CTAAUN
nepeaayu JaHHbIX.

switch(config)#
spanning-tree forward-
time 20

stp-path-cost
[1t0200000000]

Y cTaHOBUTH CTOMMOCTD ITYTH IS
KOHKpeTHOro untepdeiica. 3ta
CTOMMOCTbH MCTIOJIB3YEeTCs KaK
METpHUKa MPHU TOCTPOSHUU WU

MNEPECTPOCHNH JIOTUICCKOI'0 ACPCBa.

switch(config)#interface
fastEthernet 2
switch(config-if)#stp-
path-cost 20

stp-path-priority
[Port Priority]

Y CTaHOBUTH NIPUOPUTET
KOHKPETHOI0 HHTepdeiica.
[IprOpUTETHOCTH CBSI3U BIMSIET HA
BbIOOp KOPHEBOI'O KOMMYTATOpa.

switch(config)#interface
fastEthernet 2
switch(config-if)# stp-
path-priority 127

stp-admin-p2p
[Auto|True|False]

ITpuoputrer P2P STP na sToM
uHTepdeiice

switch(config)#interface
fastEthernet 2
switch(config-if)# stp-
admin-p2p Auto

stp-admin-edge
[True|False]

[Tpuopurer Edge STP na sTom
uHTepdeiice

switch(config)#interface
fastEthernet 2
switch(config-if)# stp-
admin-edge True

stp-admin-non-
stp
[True|False]

ITpuopurer NonSTP STP Ha 3TOM
uHTepdeiice

switch(config)#interface
fastEthernet 2
switch(config-if)# stp-
admin-non-stp False

Show spanning-
tree

IToxazate cratuctuxky STP

switch>show spanning-
tree

no spanning-tree

Otxinrounts STP

switch(config)#no
spanning-tree
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6.7. Cnucok KkomaHpg, - komaHabl QoS

Komanast SWMG-44(SFP)GC-W | YpoBens | Onucanue IIpumep
gos policy switch(config)#qos
[weighted-fair|strict] G Briopars, Tun QOS policy weighted-fair
gos prioritytype . .
[port-based|cos-only|tos-only|cos- G Yiasarh THII 03 sthc_?(conﬁg)#qos
first{tos-first] MIPUOPUTETHOCTH Q prioritytype
. Hactpoiika switch(config)#qos
gos priority portbased L
[Port] [lowest|low|middlefhigh] G NPUOPUTETHOCTU HA priority portbased 1
OCHOBE TIOpTa low
gos priority cos G Hacrpoiika COS Sﬁgﬁ?(cggsfléyg#qos
[Priority][lowest|low|middle|high] IPUOPUTETA ﬁwiddlg
gos priority tos G Hactpoiika TOS switch(config)#qgos
[Priority][lowest|low|middle|high] PUOPUTETHOCTH priority tos 3 high
Ilokazath
show qos P UH(POPMAILIHIO O switch>show qgos
HacTpoiikax QOS
switch(config)#no
no qos G gggnotnnb G yHKIIIO qos
6.8. Cnncok komaHpa - komaHabl IGMP
Komanabl SWMG-
44(SFP)GC-W Yposens | Onucanue IIpumep
. Bxitounts ¢pyakmmo IGMP switch(config)#igmp
igmp enable G snooping enable

VYka3aTb pexum

switch(config)#lgmp-

Igmp-query auto G aBToMaTrueckux IGMP query auto

3aIpoCoB

VYkazaTh GOpCUPOBaHHBIIH switch(config)#lgmp-
lgmp-query force G pexxum IGMP 3anpocos query force
show igmp p [Tokazare Hactpoiiku IGMP switch#show igmp

configuration

snooping

configuration
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. . [Tokazarpe moapoOHo Tabmuiy | switch#show igmp
show igmp multi P zanuceit IGMP snooping multi
no igmp G OTKJI}Q‘{I/ITL byukuuo IGMP _SWItCh(COﬂfIg)#nO
snooping igmp
no igmp-query G Otxurounts IGMP 3anpocst switch#no igmp-query

6.9. Cnucok komaHpg - komaHabl MAC

KoMananl

SWMG- Yposenb | Onucanue IIpumep

44(SFP)GC-W
switch(config)#interface

mac-address-table HacTpoiika Tagiim MAC fastEthernet 2

static hwaddr I . e(I:)OB (CTaTHJ;e?KHX) switch(config-if)#mac-address-

[MAC] AP table static hwaddr
000012345678

mac-address-table . switch(config)#mac-address-

filter hwaddr G fa‘ff;’;‘z‘;ﬁff“)“‘ MAC | table filter hwaddr

[MAC] P P 000012348678

show mac- P Toxasars, Tabmty MAC switch#show mac-address-table

address-table aJipecoB

show mac- Toxazats, Tabmuity switch#show mac-address-table

address-table P cratuyeckux MAC .

. static

static aJpecoB

show mac- [MTokazatp TabmHILy switch#show mac-address-table

address-table P MAC fil

filter ¢bunbTpanuu anpecos | filter

o mac-address- switch(config)#interface

table static V nanute 3ammch u3 fastEthernet 2

hwaddr I TaOJIHIIBI CTATHYECKUX switch(config-if)#no mac-

[MAC] MAC anpecos address-table static hwaddr
000012345678

no mac-address- YV 1auTh 3amuch U3 switch(config)#no mac-address-

table filter ble filter hwadd

hwaddr G ﬁinnum bunpTpaum Baoogllzéir%v?vg r

[MAC] C anpecos

no mac-address- G VY 1anuTe THHAMAYECKYIO switch(config)#no mac-address-
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table

3anuch u3 tadmusl MAC
aZpecoB

table

6.10. Cnncok Commands Set - Habop komang SNMP

Komanasr SWMG-

44(SFP)GC-W Yposens | Onucanue IIpumep
snmp agent-mode G Bri6epute pexxum SNMP switch(config)#snmp agent-
[viv2c | v3] agent mode v1v2c
i switch(config)#snmp-server
snmp-server host host 192.168.10.50
[IP address] . ;
i community public trap-
community X
’ Beeaute nanusie SNMP version v1
[Community- G : .
: cepBepa u community string | (remove)
string] . .
. Switch(config)#
trap-version H
[Vi2c] no snmp-server host
192.168.10.50
. switch(config)#snmp
snmp community- : . .
. community-strings public
strings right RO
[Community- Hactpouts nmpaBa community
string] G string or. .
right switch(config)#snmp
community-strings public
[ROIRW] right RW
snmp snmpv3-user
[User Name] Hacrpowuts npoduiib . :
password nonb3oBarens Aiis SNMPv3 switch(config)#snmp
. G snmpv3-user test01 password
[Authentication arenTa. [Tose ¢ maponem .
. AUuthPW Pri
Password] [Privacy MOJKET OBITh TYCTBIM.
Password]
show snmp P IMTokasats HacTpoiiku SNMP | switch#show snmp
show snmp-server P Hoxasats madopmanmio o switch#show snmp-server
trap-cepsepe
no snmp
community-strings G VY nanuTh yKa3aHHYIO switch(config)#no snmp
[Community] community string community-strings public
no snmp snmpv3- G VY 1anute yKkazaHHOTO switch(config)# no snmp
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user
[User Name]
password
[Authentication
Password] [Privacy
Password]

noie3oBatenss SNMPv3
arenra. [lose ¢ maposnem
MOXET OBITh ITYCTHIM.

snmpv3-user test01 password
AuthPW PrivPW

no snmp-server
host
[Host-address]

Vnamute nanasie SNMP
cepBepa

switch(config)#no snmp-
server 192.168.10.50

6.11. Cnncok KOMaHA - KOMaHAbl «3epKaniMpoBaHUs» NOPTOB

Komananl SWMG-
44(SFP)GC-W

YpoBenn

Onucanmne

ITpumep

Bri6pats nopT Ha3HaUEHUS AJs

switch(config)#monitor

MOHHUTOPHUHIC IIOPTOB

monitor rx G MOHHUTOPHHTA BXOJISIIETO X
Tpaduka
Br1Opath nopT Ha3HAYCHUS JIJIS . . .
. p p a switch(config)#monitor
monitor tx G MOHUTOPHHTA UCXOJISAIIETO tx
Tpaduka
. [Tokazate nHPOpMaLUIO O . .
show monitor P $opman switch#show monitor

monitor
[RX|TX|Both]

Br16pate ucxoaHslit HopT
MOHHUTOPHHIA

switch(config)#interface
fastEthernet 2
switch(config-if)#monitor
RX

show monitor

[Tokazate undopmaruio o
MOHHUTOPHHIE BEIOPAaHHOTO
mopra

switch(config)#interface
fastEthernet 2
switch(config-if)#show
monitor

no monitor

OTKIIOUUTH PYHKIIHIO
MOHHUTOpPHHTA MOpTa

switch(config)#interface
fastEthernet 2
switch(config-if)#no
monitor
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6.12. Cnucok KkomaHp - kKomaHabl 802.1x

Komanapbl
SWMG- Yposenb | Onucanue Ipumep
44(SFP)GC-W
8021x enable G Bxitounts 802.1X mpoTOKOJ switch(config)# 8021x
enable
8021x system switch(config)# 8021x
radiousip G Vkasate IP anpec Radius cepsepa | System radiousip
[IP address] 192.168.1.1
8021x system i .
serverport G W3menuts nopt Radius cepsepa switch(config)# 8021x
[port 1D] system serverport 1815
225&5:385?’? G W3MeHUTh OPT aBTOPU3AIIH switch(config)# 8021x
[port IDF]) p pHsan system accountport 1816
?ﬁi:;(kseysmm G W3menutsb 3HaYeHue pasaensemoro | switch(config)# 8021x
[ID] y KJIF04a system sharekey 123456
8021x system . .
; switch(config)# 8021x
[lvizllfjds] G W3menuts NAS unentudukarop system nasid test1
. Vkazars 3nauenue Quiet period
83?:',[)( 2?,:2% G (MHTEpBAJ MEX]y OIIUOKON switch(config)# 8021x
([:Isec ]p AyTCHTU(HUKALNU U HOBOK misc quietperiod 10
' MOTIBITKOM ) JUIsI KOMMYTaTopa
8021x misc . .
. switch(config)# 8021x
’E;(é)cei’lod G VYkazare TX nHTEpBaN misc txperiod 5
. Vka3arb BpeMsl, B TCUECHUE
ngl)érr?ilr;%ou i G KOTOPOTO KOMMYTaTop OyJeT switch(config)# 8021x
[seF():p] oxunath orBeT Ha EAP 3ampoc or | misc supportimeout 20
' KJIMEHTa
. Vka3atb BpeMs1, B TCUEHUE
ng\j’e):_tr? rlr?ecou t G KOTOpPOTO KOMMYTaTop Oynier switch(config)#8021x
[sec.] O’KUJIaTh OTBET Ha 3aIpoC misc servertimeout 20
' ayrenTu¢ukanuu ¢ Radius cepsepa
8021x misc G Yka3zaThb MaKCUMaJIbHOE switch(config)# 8021x
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maxrequest KOJIMYECTBO IMOMBITOK OTIPABKH misc maxrequest 3
[number] 3amnpoca
8021x misc VYkazaTh HHTEPBaJ BPEMEHH, T1ociIe _ _
) KOTOPOTro MoAKIouEHHbIe KiueHThl | Switch(config)# 8021x
reauthperiod G . i
[sec.] JIOJKHBI OBITH TIOBTOPHO misc reauthperiod 3000
' ayTeHTU(ULIMPOBAHBI
8021x portstate ?wncﬂ(conflg)#mterface
[disable | reject astethemet 3
accept | I VYka3zatb craryc BeIOpaHHBIX opToB | Switch(config-if)#8021x
pt| portstate
authorize]
accept
show 8021x E [Tokazats cBolicTBa 802.1X, a Takxke switch>show 8021x
CTaTYChI IOPTOB
no 8021x G Otxmounth Gyaknuo 802.1x switch(config)#no 8021x
6.13. Cnucok komaHp - komaHabl TFTP
Komanasr SWMG-
44(SFP)GC-W Yposens | Onucanue IIpumep
Coxpanuth HacTpoiiku Ha TFTP
backup G cepBepe; HeoOxomuMo ykasath | Switch(config)#backup
flash:backup_cfg IP anpec TFTP cepepa u umsi | flash:backup_cfg
daiina
[Tonyunts HacTpoiiku CTFTP
restore G cepBepa; HeoOXxo MO yKkas3ate | switch(config)#restore
flash:restore_cfg IP anpec TFTP cepsepa u umsi | flash:restore_cfg
¢aiina
OO6HoBuUTH MpommuBky ¢ TFTP
upgrade G cepBepa; HeoOxoauMo ykasath | Switch(config)#upgrade
flash:upgrade_fw IP anpec TFTP cepepa u ums | flash:upgrade_fw
¢aiina

6.14. Cnucok komaHpg - komaHabl SYSLOG, SMTP, EVENT

Komanusr SWMG- YpoBenb | Onucanue Mpume
44(SFP)GC-W P pumep
systemlog ip G Vxazars IP aapec cepsepa | switch(config)#

www.symanitron.ru

89




SrANTROY

PykoBoacTtBo nonb3oBatenss SWMG-44(SFP)GC-w

[IP address]

JKypHajia coOObITUI

systemlog ip
192.168.1.100

systemlog mode
[client|server|both]

VYkazare pexum syslog

switch(config)#
systemlog mode both

show systemlog

[Tokazate xKypHaJl COOBITHIA

Switch>show systemlog

show systemlog

[Tokazate uHGOPMAITHIO O
KITMEHTE U cepBepe syslog

switch#show systemlog

no systemlog

OTKJIIOYNTE BEICHIE

switch(config)#no

[IP address]

cepsepa

KypHaJla COOBITHI systemlog
switch(config)#smt
smtp enable Bxirounts ¢ynkiuio SMTP ( 9 P
enable
smtp serverip HactpouTts IP anpec SMTP | switch(config)#smtp

serverip 192.168.1.5

smtp authentication

Brxurounts SMTP

switch(config)#smtp

ayTeHTH()UKALIHIO authentication
smtp account switch(config)#sm
P Hactpouts akkayntr SMTP (config)#smtp
[account] account User
smtp password switch(config)#sm
PP VYcranoButh naposs SMTP (config)#smitp
[password] password
: : switch(config)#smt
smtp rcptemail VYkazath e-mail agpec ( . 9 P
[Index] [Email address] HOJTy4daTerIst reptemail 1
Alert@test.com

show smtp

[TokazaTe undopmaruio 06
SMTP

switch#show smtp

no smtp

OTKITIOYUTH (PYHKIIHIO
SMTP

switch(config)#no smtp

event device-cold-start
[Systemlog|SMTP|Both]

Bxi1rouuTE OIIOBENIEHHE O
nepes3arpyske

switch(config)#event
device-cold-start both

event authentication-
failure
[Systemlog|SMTP|Both]

Bxi1rouuTE OIIOBENIEHHE O
MpoBaJie ayTeHTU(DUKAITUN

switch(config)#event
authentication-failure
both
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event Sy-Ring-topology-
change
[Systemlog|SMTP|Both]

Bxmrounrs omnosemenue 0o
U3MEHEHUU B KOJIBLEBOU
TOIIOJIOTUU

switch(config)#event
ring-topology-change
both

event systemlog

Bxmrounts OIIOBCHICHHUA O

switch(config)#interface
fastethernet 3

Link-UP|Link- 0 i . -
owniBoth o emeremorg mapna | SGNCONTg i even
A P systemlog both
switch(config)#interface
event smtp BxiatounTs onoBerieHus o
. . . fastethernet 3
[Link-UP|Link- coObITHsAX HHTEpdEiicoB . -
switch(config-if)#event
Down|Both] st SMTP
smtp both
IT .
show event ORasaTh OTCCHUBACMYIC | q\witch#show event

COOBITHSA

no event device-cold-
start

BBIKIIFOUUTH OTIOBEIICHUE O
nepesarpyske

switch(config)#no event
device-cold-start

no event authentication-
failure

BeIkimiounTh OmoBenieHne o
IpoBaJie ayTeHTU(UKAITIH

switch(config)#no event
authentication-failure

no event Sy-Ring-
topology-change

BBIKTIOYUTE OMOBELIEHUE
00 U3MEHEHUH B KOJIBIIEBOU
TOIIOJIOTUH

switch(config)#no event
ring-topology-change

no event systemlog

BBIKITIOUMTH ONOBEIIEHNUS O
coObITUsIX UHTEpDEHcoB
JUISl CUCTEMHOTO XKYypHaia

switch(config)#interface
fastethernet 3
switch(config-if)#no
event systemlog

no event smpt

BBIKITIOUNTH OMOBEIIEHNUS O
coObITUsIX UHTEphEHcoB
s SMTP

switch(config)#interface
fastethernet 3
switch(config-if)#no
event smtp
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6.15. Cnucok komaHp - komaHabl SNTP

KoMananl
SWMG- YpoBens | Onucanue IIpumep
44(SFP)GC-W
switch(config)#snt
sntp enable G Bxitounts ¢pynkmmuo SNTP ( gysntp
enable
BKITI0YHTE OMIIKIO TIEpexo/1a MEKIY
sntp daylight G 3MMHHUM H JIETHUM BpEMEHEM. DTy SWitF:h(Config)#sntp
KOMaH/y HEJb3sl IPUMEHHUTD, CCIIU daylight
SNTP ¢yukius HeakTUBHA.
i v . .
sntp daylight- kasaTh Ha4alo i OKOHYAHNE TIEPHOTA | . . v (config)# sntp
. JIETHErO BPEMEHHU. DTy KOMaHIy . )
period G HEJb3s IPUMEHUTH, eciii SNTP daylight-period
[Start time] - mpHeamBH’a Do 20060101-01:01
[End time] YHEI - oP 20060202-01-01
napametpa: [yyyymmdd-hh:mm]
. VYka3aTp pazHuIly, HA KOTOPYIO
sntp daylight- . :
o ffszzt ylig G CMEIIAIOTCS CTPEJIKH YacoB. DTy switch(config)#sntp
[Minute] KOMaH 1y Hellb3sl IPUMEHHUTD, €CITH daylight-offset 3
SNTP ¢yHkuus HeaKTHBHA.
. b IP SNTP D . : .
sntp ip asath T afpee cepsepa. Ity switch(config)#sntp ip
G KOMaHJy Hellb3sl IPUMEHHTb, €CITU
[IP] 192.169.1.1
SNTP ¢yHkuMs HeakTHBHA.
BrIiOpaTh HOMEp "acoBOro mnosica.
. " 7 “sh t . :
sntp timezone . CHOHB?,YHTG KOMATIZLY “SHOW SIP switch(config)#sntp
. G timzone”, 4TOOBI MOTYYUTH OOJIbILIE .
[Timezone] timezone 22
UH(OpPMAIIMK 0 HOMEPax YacOBBIX
HOSICOB
show sntp P [Mokazath uapopmarmo o SNTP switch#show sntp
show sntp P [Toka3aTh CIHCOK MHAEKCOB YacoBbIX | Switch#show sntp
timezone TI0SICOB timezone
no sntp G Otxmounth yHknuo SNTP switch(config)#no sntp
no sntp G OTKITI0YNTH PYHKIIHIO TTEPEeBOIa switch(config)#no sntp
daylight CTpPEJIOK YacoB daylight
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6.16. Cnncok KomaHp - KomaHabl Sy-Ring

Komananl SWMG-

44(SFP)GC-W YpoBenb | Onucanue Mpumep
Ring enable G Bxirounts Sy-Ring switch(config)# ring
enable
Ring master G Cnaenath ycTpoiicTBo KopHeBbiM | SWitch(config)# ring
B KOJIBIIE master
. : . . switch(config)# ring
Ring couplering G Bxumounts Ring coupling couplering
Ring dualhoming G Bxitounts Dual Homing SWItCh(Cc.mflg)# fing
dualhoming
Ring ringport . . .
[1st Ring Port] [2nd G Bei6op 1-ro u 2-ro Ring noptos SWItCh(Conflg)# fing
. ringport 7 8
Ring Port]
Ring couplingport . switch(config)# ring
[Coupling Port] G BeiGop coupling port couplingport 1
Ring controlport switch(config)# ring
[Control Port] G BeiGop control port controlport 2
Ring homingport . switch(config)# ring
[Dual Homing Port] G Beibop dual homing nopra homingport 3
show Ring P H.OKagaTL HHpopmaLLIo 00 Sy- switch#show ring
Ring
no Ring G Otximounth Sy-Ring i;lr\:g(:h(conﬂg)#no
. OTMEHUTh Ha3HAUYEHHE switch(config)# no
no Ring master G KOPHEBBIM KOMMYTAaTOPOM B .
ring master
KOJIbIIC
. . ) ) switch(config)# no
no Ring couplering G Otxmounts Ring Coupling ring couplering
. ) . switch(config)# no
no Ring dualhoming G Otxmrountsh Dual Homing ( 9

ring dualhoming
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7. TexHu4yeckune cneunukaumm

TexHosorus

Cranpmaptel Ethernet

802.3 10Base-T

802.3u 100Base-TX, 100BaseFX
802.3z 1000Base-X
802.3ab 1000BaseTX
802.3x Flow Control
802.3ad LACP

802.1D STP

802.1p COS

802.1Q VLAN Tagging
802.1w RSTP

802.1s MSTP

802.1x Authentification
802.1AB LLDP

MAC anapeca

8192

Ouepenu 1Mo NPUOPUTETY

4

praBHeHI/IC IIOTOKOM

IEEE 802.3x Flow Control u Back-pressure

[Tepenaya naHHbIX

Store-and-Forward (¢ mpoMeXyTOYHBIM XpaHEHUECM )

HNurepdeiic

I'urabutHblE COMbO TOPTHI
(SWMG-44SFP-w)

4 10/100/1000Base-T(X), Auto MDI-MDIX
4 100/100Base-X SFP mopta

I'urabuthHble RJ45 nopte

4 10/100/1000Base-T(X), Auto MDI-MDIX

['urabutHbie
SFP nopter (SWMG- 4 1000Base-X SFP mopra
44SFP-w)
Ha xaxxmom uctounuke nutanus (Bcero 3) (3esneHbiid)
RJ45 noptsr:
CBeTOHOHBIE ['urabutnsie Ethernet mopTsi:
Activity/Link (3enensrit/Muratomuii 3enensiii), Muaukatop
WHUKATOPBI o
nopta co ckopocTbio 100 M6ut/c (OpaHKeBbIii)
['urabutuesie SFP mopTs:
Ha xaxnpiit mopt: Link/Activity (3enensrit)
IIuranue

BxoaHas MOIIHOCTh

PWR1/2: 12~48B nocTossHHOT0 TOKa B 6-KOHTAKTHOUN
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KJIEMMHOH KOJIOAKE

3amuTa oT 0OpaTHON
HOJISIPHOCTH

[TognepxuBaercs

[ToTpebiisieMast MOIIIHOCTH

SWMG-44SFP-w: 20 Barr
SWMG-44GC-w: 25 Bart

du3nyecKne XapaKTepPHCTUKH

Kopmyc

IP-30

I"aGaputsr

74,3 MM (rumpuna) X 109,2 MM (tonmHa) x 153,6 MM (BeicoTa)

IIapameTpsl OKpYykaouel cpeabl

Temnepatypa xpaHeHHs

-40 1o 85 °C (-40 no 185 °F)

PaGouas Temnepatypa

-40 no 70 °C ma SWMG-44SFP-w, -10 o 60 °C st SWMG-
44GC-w

Honyctumas pabouas
BJIQ)KHOCTh

oT 5% 1o 95%, 6e3 KoHAeH caTa

CooTBercTBHE CTAHAAPTAM

EMI FCC uacts 15, CISPR (EN5502) class A
EN61000-4-2 (ESD), EN61000-4-3 (RS), EN61000-4-4 (EFT),
EMS EN61000-4-5 (Surge), EN61000-4-6 (CS), EN61000-4-8,
EN61000-4-11
Y naponpo4HOCTb IEC60068-2-27

CBoOoHOE TTaeHne

IEC60068-2-32

Bubparus IEC60068-2-6

be3zonacHocTh EN60950

I'apanTuHiiHbIi cpok S ner
www.symanitron.ru 95




